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Brigadier General Joseph Composto, USMC (Ret.)

Director, Security and Instaliation Operations -

Mail Stop N81-SI

National Geospatial-Intelligence Agency

7500 GEOINT Drive ‘

Springfield, VA 22150 » o —

Dear General Composto:

e

The Interagency Security Classification Appeals Panel (ISCAP) has received a classification
challenge appeal under section 5.3(b)(1) of Executive Order 13526, “Classified National
Security Information,” from Dr. Clark S. Penrod of Applied Research Laboratories, University of
Texas at Austin. Specifically, by the enclosed correspondence dated January 31, 2013, Dr.
Penrod has appealed the failure of the Defense Security Service to provide a written response
within 120 days on his classification challenge under section 1.8 of the Order. Please be advised
that his request now falls under the jurisdiction of the ISCAP pursuant to 32 C.F.R. Part 2003,

section 2003.11, the ISCAP Bylaws.

Because this classification challenge appeal concerns information classified by your agency,
please provide appropriate materials supporting the classification determination that is the
subject of this classification challenge appeal to the ISCAP staff as soon as possible and within
30 days of the date of this letter. If you wish to discuss this appeal, please contact William
Carpenter or me at (202) 357-5250 and reference ISCAP No. 2013-030.

Sincerely,
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Mr. Mark A. Bradley, Director of FOIA, Declassification, and Pre-publication Review,
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CLASSIFICATION: UNCLASSIFIED

P

INFORMATION TO ACCOMPANY REQUEST FOR
INTELLIGENCE-RELATED CONTRACTING SUPPORT

1. IRC REQUIREMENTS CHECKLIST (PHOTONICS ESM) YES NO
8 | Does the Statement of Work (SOW) and/or contract %
contain requirements for SCI '

b~ | Does the SOW accurately describe the efforts to
be performed? . . %
(Note: If SCI is to be utilized in contract
performance, it must be 1dent1fled in the SOW)
° {Is the contract product SCI?

4 | Does the contract performance require use/storage x
of SCI at the Contractor’s SCIF? ’
& Does contract performance require:

(1) Substantial access to SCI areas or materials
at U.S. Government SCIFs? (Note: Substantial %
access refers to a contract that reguires
knowledge of sensitive intelligence collection
sources and methods or analytical or operatlonal
; intelligence capabilities.)

/ (2) Other than substantial access to SCI areas, x
information or systems? :
{3) Only entry and unescorted access within 0.8, %

Government SCIFsg?

f- | Do the Goverhment Contracting Activity (GCA)
administrative personnel, in performance of %
contract award administration and other oversight
functions fequire access to SCI? ,

9- | Does the contracting effort, although non-SCI and

non-compartmented, reveal sensitive operations or X
missions? .

i CLASSIFICATION: UNCLASSIFIED.
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CLASSIFICATION: UNCLASSIFIED

| 2.0 | CONTRACT INFORMATION
a.

Contractor Name: Applied Research Laboratories, The
University of Texas at Austin

Contract Number: N0O0024-07-D-6200

Unclassified Title: FY12 MSN System Performance O

SCI Cleared Contracting Officer’s Representative (COR)
certifying IRC requirements:

Nae : FOIA(b)(3) - 10 US
Activity: FOIAD

Code: ™
Phone:
Email:

¢ 424 - DIA, NRO and

Contractor Project Manager:
Name: NN
Phone

Contractor Snmecial Security Officer:
Name: T
Phone:

—— T FOIA(b)(6)

" FOIA(b)(B)

Sub-Contractor: N/A
.~ Sub-Contractor Project Manager
"~ Name:

Phone:

Sub-Contractor Special Security Officer:
Name:

Phone:

Sub-Contract Number:

Brief description of required service or product:

The performance of this task requires coordination with SCI
customers of the NGA MSN to ensure the customer
requirements are fully met and sustained. Delivery requires
access to Government SCIFS.

;

CLASSIFICATION:  UNCLASSIFIED _
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} CLASSIPICATION: UNCLASSIFIED

£ Justify the need-to-know for each 8CI’ program (e.g., SI/TK,
gtc.), or sensitive mission revealing information required
in support of this contract: SCI/TK/SI/G/HCS is required to
physically access the components of the MSN housed at NGA's
facility on an as needed basis for the purposes of
installation, verification, and test of the deliverable.

3. PHYSICAL SECURITY
& | SCIF Requirements: N/A

(1) List all locations where contract work will be
performed.

YES NO

; .
(2) Is an accredited contractor SCIF required?

If yes, has a fixed facility checklist or concept
approval been sent to DIA? )

If answer to (2) is no, proceed to section 4. AIS

y Security ;
/ (3) Is an accredited contractor SCIF presently

available for use on this contract?

-If no, has a pre-construction checklist been

submitted to DIA? .
{4) Is a Co-Utilization Agreement (CUA) required?

{5) With what other agency (if known)?

{6) Has CUA already been executed?

If no, attach a request for a CUA for processing

by 880 Navy.
b lWhat categories of SCI/other sensitive material will be

used/stored at the contractor’s SCIF?
(For “other," be specific.)

SI - TK. . OTHER NONE X

¢ If a co~utilization of an existing SCIF is required, what is
the estimated volume of SCI/other sensitive material to be
stored at the contractor’s SCIF?

CLASSIFICATION: UNCLASSIFIED
3of4 » Enclosure (1)
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CLASSIFICATION: UNCLASSIFIED

“ugzE

' | AUTOMATED INFORMATION SYSTEMS (AIS) SECURITY YES | NO
% | Does this contract require development, delivery, X
support or use of AIS systems and/or networks that
will process SCI/other sensitive information?
®- | Has the proper authority accredited AIS and/or
networks? N/A
If yes, by whom:
If no, contact $SO Navy for guidance
5. [ ADMINISTRATIVE SECURITY YES | WO
8 | Does the contractor regquire access to SCI X
documents or other sensitive material to- support
this contract?
If yes,  list specific SCI documents requiring
release to the contractor. Identify specific
subject areas of SCI/other sensitive material
required.
. b Does the contractor require SCI/other manuals,
j directives indoc tapes, caths, cover sheets, X
technical classification guides, etc?
If ves, list specific items.
S50 Navy will provide these items to the
contractor.
¢ Please identify the total number of billets
required to support this effort.
SI 6 TK_ 6 OTHER 6 NONE

) ' __—FOIA(b)®)
/

Contract Monitor Signature and Date 0 SECURITY
A

| |—————"""""FOIA(b)®)

SSO Navy Validation ($SSO Navy Use Only)

) CLASSIFICATION: UNCLASSIFIEE_a
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Executive Order 13636 of February 12, 2013

Improving Critical Infrastructure Cybersecurity

By the authority vested in me as President by the Constitution and the
laws of the United States of America, it is-hereby ordered as follows:

Section 1. Policy. Repeated cyber intrusions into critical infrastructure dem-
onstrate the need for improved cybersecurity. The cyber threat to critical
infrastructure continues to grow and represents one of the most serious
national security challenges we must confront. The national and economic
security of the United States depends on the reliable functioning of the
Nation's critical infrastructure in the face of such threats. It is the policy
of the United States to enhance the security and resilience of the Nation’s
critical infrastructure and to maintain a cyber environment that encourages
efficiency, innovation, and economic prosperity while promoting safety, secu-
rity, business confidentiality, privacy, and civil liberties. We can achieve
these goals through a partnership with the owners and operators of critical
infrastructure to improve cybersecurity information sharing and collabo-
ratively develop and implement risk-based standards.

Sec. 2. Critical Infrastructure. As used in this order, the term critical infra-
structure means systems and assets, whether physical or virtual, so vital
to the United States that the incapacity or destruction of such systems
and assets would have a debilitating impact on security, national economic
security, national public health or safety, or any combination of those matters.

Sec. 3. Policy Coordination. Policy coordination, guidance, dispute resolution,
and periodic in-progress reviews for the functions and programs described
and assigned herein shall be provided through the interagency process estab-
lished in Presidential Policy Directive~1 of February 13, 2009 (Organization
of the National Security Council System), or any successor. "

Sec. 4. Cybersecurity Information Sharing. (a) It is the policy. of the United
States Government to increase the volume, timeliness, and quality of cyber
threat information shared with U.S. private sector entities so that these
entities may better protect and defend themselves against cyber threats.
Within 120 days of the date of this order, the Attorney General, the Secretary
of Homeland Security (the “Secretary”), and the Director of National Intel-
ligence shall each issue instructions consistent with their authorities and
with the requirements of section 12(c) of this order to ensure the timely
production of unclassified reports of cyber threats to the U.S. homeland
that identify a specific targeted entity. The instructions shall address the
need to protect intelligence and law enforcement sources, methods, oper-
ations, and investigations. ‘

(b) The Secretary and the Attorney General, in coordination with the
Director of National Intelligence, shall establish a process that rapidly dis-
seminates the reports produced pursuant to section 4(a) of this order to
the targeted entity. Such process shall also, consistent with the need to
protect national security information, include the dissemination of classified
reports to critical infrastructure entities authorized to receive them. The
Secretary and the Attorney General, in coordination with the Director of
National . Intelligence, shall establish a system for tracking the production,
dissemination, and disposition of these reports.

(c) To assist the owners and operators of critical infrastructure in protecting
their systems from unauthorized access, exploitation, or harm, the Secretary,
consistent with 6 U.S.C. 143 and in collaboration with the Secretary of
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Defense, shall; within 120 days of the date of this order, establish procedures
to expand the Enhanced Cybersecurity Services program to all critical irifra-
structure sectors. This voluntary information sharing program will provide
classified cyber threat and technical information from the Government to
eligible critical infrastructure companies or commercial service providers
that offer security services to critical infrastructure.

(d) The Secretary, as the Executive Agent for the Classified National Secu-
rity Information Program created under Executive Order 13549 of August
18, 2010 (Classified National Security Information Program for State, Local,
Tribal, and Private Sector Entities), shall expedite the processing of security
clearances to appropriate personnel employed by critical infrastructure own-
ers and operators, prioritizing the critical infrastructure identified in section
9 of this order. :

(e) In order to maximize the utility of cyber threat information sharing
with the private sector, the Secretary shall expand the use of programs
that bring private sector subject-matter experts into Federal service on a
temporary basis. These subject matter experts should provide advice regard-
ing the content, structure, and types of information most useful to critical
infrastructure owners and operators in reducing and mitigating cyber risks.

Sec. 5. Privacy and Civil Liberties Protections. (a) Agencies shall coordinate
their activities under this order with their senior agency officials for privacy
and civil liberties and ensure that privacy and civil liberties protections
are incorporated into such activities, Such protections shall be based upon
the Fair Information Practice Principles and other privacy and civil liberties
policies, principles, and frameworks as they apply to each agency’s activities.

(b) The Chief Privacy Officer and the Officer for Civil Rights and Civil
Liberties of the Department of Homeland Security (DHS) shall assess the
privacy and civil liberties risks of the functions and programs undertaken
by DHS as called for in this order and shall recommend to the Secretary
ways to minimize or mitigate such risks, in a publicly available report,
to be released within 1 year of the date of this order. Senior agency privacy
and civil liberties officials for other agencies engaged in activities under
this order shall conduct assessments of their agency activities and provide
those assessments to DHS for consideration and inclusion in the report.
The report shall be reviewed on an annual basis and revised as necessary.
The report may contain a classified annex if necessary. Assessments shall
include evaluation of activities against the Fair Information Practice Prin-
ciples and other applicable privacy and civil liberties policies, principles,
and frameworks. Agencies shall consider the assessments and recommenda-
tions of the report in implementing privacy and civil liberties protections
for agency activities,

(c) In producing the report required under subsection (b) of this section,
the Chief Privacy Officer and the Officer for Civil Rights and Civil Liberties
of DHS shall consult with the Privacy and Civil Liberties Oversight Board
and coordinate with the Office of Management and Budget (OMB).

(d) Information‘submitted voluntarily in accordance with 6 U.S.C. 133
by private entities under this order shall be protected from disclosure to
the fullest extent permitted by law:

Sec. 6. Consultative Process. The Sécretary shall establish a consultative
process to coordinate improvements to the cybersecurity of critical infrastruc-

‘ture. As part of the consultative process, the Secretary shall engage and

consider the advice, on matters set forth in this order, of the Critical Infra-
structure Partnership Advisory Council; Sector Coordinating Councils; critical
infrastructure owners and operators; Sector-Specific Agencies; other relevant
agencies; independent regulatory agencies; State, local, territorial, and tribal
governments; universities; and outside experts.

Sec. 7. Baseline Framework to Reduce Cyber Risk to Critical Infrastructure.
(a) The Secrstary of Commerce shall direct the Director of the National
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§

Institute of Standards and Technology (the “Director”) to lead the develop-
ment of a framework to reduce cyber risks to critical infrastructure (the

“'Cybersecurity Framework”). The Cybersecurity Framework shall include

a set of standards, methodologies, procedures; and processes that align policy,
business, and technological approaches to address cyber risks. The Cybersecu-
rity Framework shall incorporate voluntary consensus standards and industry
best practices to the fullest extent possible. The Cybersecurity Framew ork
shall be consistent with voluntary international standards when such inte:-
national standards will advance the objectives of this order, and shall meet
the requirements of the National Institute of Standards and Technology
Act, as amended (15 U.S.C. 271 et seq.), the National Technology Transfer
and Advancement Act of 1995 (Public Law 104-113), and OMB Circular
A-119, as revised.

{b) The Cybersecurity Framework shall provide a prioritized, flexible,
repeatable, performance-based, and cost-effective approach, including infor-
mation security measures and controls, to help owners and operators of
critical infrastructure identify, assess, and manage cyber risk. The Cybersecu-
rity Framework shall focus on identifying cross-sector security standards
and guidelines applicable to critical infrastructure. The Cybersecurity Frame-
work will also identify areas for improvement that should be addressed
through future collaboration with particular sectors and standards-developing-
organizations. To enable technical innovation and account for organizational
differences, the Cybersecurity Framework will provide guidance that is tech-
nology neutral and that enables critical infrastructure sectors to benefit from
a competitive market for products and services that meet the standards,
methodologies, procedures, and processes developed to address cyber risks.
The Cybersecurity Framework shall include guidance for measuring the per-
formance of an entity in implementing the Cybersecurity Framework.

(c) The Cybersecurity Framework shall include methodologies to identify
and mitigate impacts of the Cybersecurity Framework and associated informa-
tion security measures or controls on business confidentiality, and to protect
individual privacy and civil liberties. ’

(d) In developing the Cybersecurity Framework, the Director shall engage
in an open public review and comment process. The Director shall also
consult with the Secrstary, the National Security Agency, Sector-Specific
Agencies and other interested agencies including OMB, owners and operators
of critical infrastructure, and other stakeholders through the consultative
process established in section 6 of this order. The Secretary, the Director
of National Intelligence, and the heads of other relevant agencies shall
provide threat and vulnerability information and technical expertise to inform
the development of the Gybersecurity Framework. The Secretary shall provide
performance goals for the Cybersecurity Framework informed by work under
section 9 of this order.

{e} Within 240 days of the date of this order, the Director shall publish
a preliminary version of the Cybersecurity Framework (the ‘preliminary
Framework™). Within 1 year of the date of this order, and after coordination
with the Secretary to ensure suitability under section 8 of this order, the
Director shall publish a final version of the Cybersecurity Framework (the
“final Framework''). :

{f) Consistent with statutory responsibilities, the Director will ensure the
Cybersecurity Framework and related guidance is reviewed and updated
as necessary, taking into consideration technological changes, changes in
cyber risks, operational feedback from owners and operators of critical infra-
structure, experience from the implementation of section 8 of this order,
and any other relevant factors. ‘
Sec. 8. Voluntary Critical Infrastructure Cybersecurity Program, (a) The Sec-
retary, in coordination with Sector-Specific Agencies, shall establish a vol-
untary program to support the adoption of the Cybersecurity Framework
by owners and operators of critical infrastructure and any other interested
entities (the “Program”).

N
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(b) Sector-Specific’ Agencies, in consultation with the Secretary and other
interested agencies, shall coordinate with the Sector Coordinating Councils
to review the Cybersecurity Framework and, if necessary, develop implemen-
tation guidance or supplemental materials to address sector-specific risks
and operating environments. ‘

(c] Sector-Specific Agencies shall report annually to the President, through
the Secretary, on the extent to which owners and operators notified under
section 9 of this order are participating in the Program., ,

{d) The Secretary shall coordinate establishment of a set of incentives
designed to promote participation in the Program. Within 120 days of the

" date of this order, the Secretary and the Secretaries of the Treasury and

Commerce each shall make recommendations separately to the President,
through the Assistant to the President for Homeland Security and Counterter-

" rorism and the Assistant to the President for Economic Affairs, that shall

include analysis of the benefits and relative effectiveness of such incentives,
and whether the incentives would require legislation or can be provided
under existing law and authorities-to participants in the Program.

(e} Within 120 days of the date of this order, the Secretary of Defense
and the Administrator of General Services, in consultation with the Secretary
and the Federal Acquisition Regulatory Council, shall make recommendations
to the President, through the Assistant to the President for Homeland Security -
and Counterterrorism and the Assistant to the President for Economic Affairs,
on the feasibility, security benefits, and relative merits of incorporating
security standards into acquisition planning and contract administration.
The report shall address what steps can be taken to harmonize and make
consistent existing procurement requirements related to cybersecurity.

Sec. 9. Identification of Critical Infrastructure at Greatest Risk. (a) Within
150 days of the date of this order, the Secretary shall use a risk-based
approach to identify critical infrastructure where a cybersecurity incident
could reasonably result in catastrophic regional or national effects on public
health or safety, economic security, or national security. In identifying critical
infrastructure for this purpose, the Secretary shall use the consultative proc-
ess established in section 6 of this order and draw upon the expertise
of Sector-Specific Agencies. The Secretary shall apply consistent, objective
criteria in identifying such critical infrastructure. The Secretary shall not
identify any commercial information technology products or consumer infor-
mation technology services under this section. The Secretary shall review
and update the list of identified critical infrastructure under this section
on an annual basis, and provide such list to the President, through the
Assistant to the President for Homeland Security and Counterterrorism and
the Assistant to the President for Economic Affairs.

{(b) Heads of Sector-Specific Agencies and other relevant agencies shall
provide the Secretary with information necessary to carry out the responsibil-
ities under this section. The Secretary shall develop a process for other
relevant stakeholders to submit information to assist in making the identifica-
tions required in subsection (a) of this section.

{c) The Secretary, in coordination with Sector-Specific Agencies, shall
confidentially notify owners and operators of critical infrastructure identified
under subsection (a) of this section that they have been so identified, and
ensure identified owners and operators are provided the basis for the deter-
mination. The Secretary shall establish a process through which owners
and operators of critical infrastructure may submit relevant information and
request reconsideration of identifications under subsection (a) of this section.

Sec. 10. Adoption of Framework, (a) Agencies with responsibility for regu-
lating- the security of critical infrastructure shall engage in a consultative
process with DHS, OMB, and the National Security Staff to review the
preliminary Cybersecurity Framework and determine if current cybersecurity
regulatory requirements are sufficient given current and projected risks. In
making such determination, these agencies shall consider the identification
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of critical infrastructure required under section 9 of this order. Within go
days of the publication of the preliminary Framework, these agencies shall
submit a report to the President, through the Assistant to the President
for Homeland Security and Counterterrorism, the Director of OMB, and
the Assistant to the President for Economic Affairs, that states whether
or not the agency has clear authority to establish requirements based upon
the Cybersecurity Framework to sufficiently address current and projected
cyber risks to critical infrastructure, the existing authorities identified, and
any additional authority required. ’

(b} If current regulatory requirements are deemed to be insufficient, within
90 days of publication of the final Framework, agencies identified in sub-
section {a) of this section shall propose prioritized, risk-based, efficient,
and coordinated actions, consistent with Executive Order 12866 of September
30, 1993 (Regulatory Planning and Review), Executive Order 13563 of January
18, 2011 (Improving Regulation and Regulatory Review), and Executive Order
13609 of May 1, 2012 (Promoting International Regulatory Cooperation),
to mitigate cyber risk.

(c) Within 2 years after publication of the final Framework, consistent
with Executive Order 13563 and Executive Order 13610 of May 10, 2012
(Identifying and Reducing Regulatory Burdens), agencies identified in sub-
section (a) of this section shall, in consultation with owners and operators
of critical infrastructure, report to OMB on any critical infrastructure subject
to ineffective, conflicting, or excessively burdensome cybersecurity require-
ments, This report shall describe efforts made by agencies, and make rec-
ommendations for-further actions, to minimize or eliminate such require-
ments. )

(d) The Secretary shall coordinate the provision of technical assistance
to agencies identified in subsection {a) of this section on the development
of their cybersecurity workforce and programs.

(e) Independent regulatory agencies with responsibility for regulating the
security of critical infrastructure are encouraged to engage in a consultative
process with the Secretary, relevant Sector-Specific Agencies, and other
affected parties to consider prioritized actions to mitigate cyber risks for
critical infrastructure consistent with their authorities.

Sec. 11. Definitions. (a} “Agency’ means any authority of the United States
that is an “agency” under 44 U.S.C. 3502(1), other than those considered
to be independent regulatory agencies, as defined in 44 U.S.C. 3502(5).

(b). “Critical Infrastructure Partnership Advisory Council” means the coun-
cil established by DHS under 6 U.S.C. 451 to facilitate effective interaction
and coordination of critical infrastructure protection activities among the
Federal Government; the private sector; and State, local, territorial, and
tribal governments.

(¢} “Fair Information Practice Principles’” means the eight principles set
forth in Appendix A of the National Strategy for Trusted Identities in Cyber-
space, :

(d) “Independent regulatory agency’ has the meaning given the term in
44 U.S.C. 3502(5).

(e) "Sector Coordinating Council” means a private sector coordinating
council composed of representatives of owners and operators within a par-
ticular sector of critical infrastructure established by the National Infrastruc-
ture Protection Plan or any successor.”

(f) “Sector-Specific Agency” has the meaning given the term in Presidential
Policy Directive-21 of February 12, 2013 (Critical Infrastructure Security
and Resilience), or any successor.

Sec. 12. General Provisions. (a) This order shall be implemented consistent
with applicable law and subject to the availability of appropriations. Nothing
in this order shall be construed to provide an agency with authority for

- reguldting the security of critical infrastructure in addition to or to a greater
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extent than the authority the agency has under existing law. Nothing in
this order shall be construed to alter or limit any authority or responsibility
of an agency under existing law.

(b) Nothing in this order shall be construed to impair or otherwise affect
the functions of the Director of OMB relating to budgetary, administrative,
or legislative proposals.

(c) All actions taken pursuant to this order shall be consistent with require-
ments and authorities to protect intelligence and law enforcement sources
and methods. Nothing in this order shall be interpreted to supersede measures
established under authority of law to protect the security and integrity
of specific activities and associations that are in direct support of intelligence
and law enforcement operations.

(d) This order shall be implemented consistent with U.S. international
obligations. ;

(e) This order is not intended to, and does not, create any right or benefit,
substantive or procedural, enforceable at law or in equity by any party
against the United States, its departments, agencies, or entities, its officers,
employees, or agents, or any other person, '

THE WHITE HQUSE,
February 12, 2013.
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Rebuttal to Omom<m Classification Challenge

NGA reviewed briefings created 9\ GeoEye and using published and
Original Classification Authority (OCA) signed classification guidance,

determined the briefing is classified. NGA concludes that this appeal is
invalid. : |

Exhibits — Supporting Documentation

* Exhibit A— GeoEye Appeal Letter to ISCAP
* Exhibit B — GeoEye Briefing |
*  Exhibit C — NGA Security Classification Guide
(identified in Functional Classification Guidance Review (FCGR)

* Exhibit D — Government Contract Authority (GCA) Email

« Exhibit E - Letter from NGA Contracting Officer Representative (COR)
Exhibit F - GeoEye Statement of Work

~

UNCLASSIFIED//FOR-OFFICIAL-USE-ONLY | ,

67776

NW#

DocId

34498397



Review mmn:mslmmmw ,mw._momﬁm w_;mm:;m

* NGA Computer Investigations and Awareness Division (CIAD) received

GeoEye briefing (Exhibit B) from NGA Chief Information Office AO_OV
Dmm_@zmﬁma >oo$a:m:o: Authority (DAA)

* Issue: CIO DAA believed a flow diagram (tab) in the briefing was
under classified IAW NGA SCG (Exhibit C) Table 1.1, line #17
* Identifies flow of data between:
« classified and unclassified domains, and
* commercial data provider domains (to include satellite
operations, connectivity & contingency)
* ldentifies ‘High Speed Guard’ (HSG) cross domain solution
,. Raytheon (Garland, TX) developed product |
+ Approved by the C:Ema Cross Domain Management Office
(UCDMO) | \
* ldentifies external interfaces to commercial vendors and D_m>
provided (SIPRNet/NIPRNet) networks |
* ldentifies parent-child relationships for the system security plans

CZO_LPmm:n_mDEu@Wl@ﬂuﬁ_%

67776
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GeoEye Classification O:m__m:um

 NGA asserts this appeal is invalid

N

. wzmm:@ content was determined to be classified in accordance with
signed OCA classification guidance

* General cyber concerns across the DoD and IC are addressed as Uml of
NGA's strategy for protecting its systems \ |

- *  Guidance for protection is codified in the Security Classification
~ Guide (SCG) | o
* The SCGis signed by an OCA
* The SCG was identified during the FCGR

* The guidance in the SCG is consistent with the rest of the
government

* Knowledge of specific devices allows targeted research into
vulnerabilities which, if successfully exploited, allows access
to an entire classified network (Exhibit B, tab)

UNCLASSIFIEDH#FOR-OFFIGIAL-USE ONLY
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Rebuttal to owomw\m Qmmmm.mnwmo: Challenge

* Geokye’s signed Statement of Work (SOW) (Exhibit F) confirms
GeokEye’s obligation and commitment to protect information according to

the classification levels and dissemination controls assigned in the NGA
SCG

* Decision was supported by the GCA (Exhibit D) and COR _.mﬁmlmx::u:
E)

Authorized communication channel for requirements clarification
with contractor

_/% + Non compliant with NISPOM
7

* Did not follow policies and procedures to challenge the
classification decisions

Used leverage of the Executive Order over established

loo::moﬁcm_,a,oo:_:m e.umozﬁ\>ooﬁm%mzos\m9m mmxma,mwmﬁmam_#
of work)-- : ‘

UNCLASSIFIEDHFOR-OFFIGIAL USE ONLY
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Rebuttal to ARL-UT Classification Challenge

NGA reviewed briefings presented by ARL-UT and using published
and OCA signed classification guidance. ,

Exhibits
* Exhibit A~ ARL-UT Appeal Letter to ISCAP
* Exhibit B ~ Notification Letter to NGA from ISCAP -
* Exhibit C —IT/IS Migration Briefing
* Exhibit D — Mission Ops Support m:m::@
* Exhibit E - DD254

UNCLASSIFIEDY, : ONLY
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Rebuttal :
ARL-UT

+ The appeal is invalid because the information Emm determined to be -
classified in accordance with signed OCA classification guidance

« General cyber concerns across the DoD and IC are addressed as part of
NGA's strategy for protecting its systems
* Guidance for protection is codified in the SCG
« The SCG is signed by an OCA |
« The SCG was identified during the FCGR
« The guidance in the SCG is consistent with the rest of the
government |
* Knowledge of outages and schedules allows targeted
exploitation of vulnerabilities into the classified network

UNCLASSIFIED/FOR-OFFIGIAL-USE ONLY
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UNCLASSIFIED//FFOR-OFFICIAL USEONLY~

Background Information for Rebuttal | v
| ARL - UT

NGA received 2 ARL-UT briefings (Exhibits O and D) from ZO>
Computer Investigations Awareness Division AO_>UV

- Issue: Request by investigations to make a classification determination
on briefing that was sent across unclassified -network
. Discussed outages of classified networks
- Identified DISA as SIPRNET authority |
- ldentified a patch schedule for the network | | .
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Unclassified [FoU6-

%'??From: , \] . ' /!

Sent:
To:
CIAD abd ARL contact info
‘ — -1OUSC42 <
Classification: UNCL§§§I£%ED//?Qﬁ@////////

Subject:

DIA, NRO Aand NGA

beyond my job jacket

I of course will still remain plugged in with both sides throughout the process.

National Geospatial—lntelligent

ESOG StL %\\\\\\\\\\\
MSNCC System Engxneer/Serwce MAnager

unclassified email = FOIA(D)(3) - 10 USC 424 - DIA, NRO and NGA
‘ P/Ml///‘ FOIA(b)(6)

| secret email|

Classification: UNCLASSIFIED//FoHQ

Unclassified fFOUO~

tnclosure 4

 NWH#:67776 ! Page 18
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Unclassified/FOto

Sent . Thursday, March 01, 2012 10:20 AM
To: [
Subject: ‘ RE: CIAD abd ARL contact info

Classification: UNCLASSIFIED//FoHs

‘[_—,j:]—----——-_-‘=\=\========:-_—:::::========;=—_=::::::::::::::

I would like to umxﬂg specificr
issue like this in the future aﬁrlr:i/als,ay
enough informatio er.

Thanks, -
C

ns the two presentation neede

-

o

/

From: [

Sent: Wednesday, February 29, 2012 12:00 PM~
To:

Subject: CIAD abd ARL ccpt/écj/'fﬁfo

; ughout the process.
=

ESOG StL
MSNCC System

Unclassified email
secret email:{

Classification: UNCLASSIFIED//FOBO

UnclassifiedfFoge-

‘NW#;67776 ‘ L
DocId: 34498397

FOIA(b)(3) - 10 USC 424 - DIA, NRO and NGA

En/closure 4
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Unclassified /FEUO-

ESOG StL
MSNCC System Engineer/Service MAnager .
!
“Hnclassified email] /l
Secret email:l T /V
 Classification: UNCLASSIFIED/ /FOUE- FOIA(D)(3) - 10 USC 424 - DIA, NRO and NGA

FOIA(b)(6)

Warning: This document may not be used as a source of derivative classification.
CL By: Unknown )
CL Reason: Sec.1.4(g)

DECL ON:
Derived From: i '
~SECRET//NOFORN// )
}
}
Unclassified/FOUO
‘ 5 Enclosure 4
NWH#:67776 '
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Unclassified /FobY6e-

| ‘ . —_—=FOIAb)6)
| ‘-.“?}From: | | 4

Sent: Tuesday, April 10, 2012 9:43 AM -
T
To: l/ _—

Cc: ,
7
Subject: Inciw /

e
FOIA(b)(3) - 10 USC 424 - DIA, NRO and NGA
(b

. 3
classificationﬂN@MD//‘F‘@tf@ FOIA(b)(6)
[

Good Morning.

Thank you for your follow-up questions regarding this incidem

To recall our conversation regarding this incident, we talkgd abolut vulnerabilities to the systems and how it affects

~ NGA's methodology in'protecting its assets. For this reagon, the decision remains that the information should be
protected at the S//NF level because of the software cgntrols,Mulnerabilities associated with specific hosts, and
scheduling identified. This is consistent with NGA SCG AIS Taple, line item.

Please ensure that you pass this guidance along to

Please let me know if you have additional questions.

UNCLASSIFIED/ AFEU0 J

Unclassified/FOUO

Enclosure 4
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¥ Unclassified/FOUQ_

N FOIA(b)(B)
}?From: ’ 1 | /}
" Sent: Wednesday, April 11, 2012 11.09AM o

To: Richard Mach o

Cc: : 1 ) o

Subject: FW: Incident 3325 F617k(f)(3) 10 USC 424 - DIA, NRO and NGA

. A - -DIA, an
Attachments: Incident 3325 FOIA(b)(S)

classification:UNCLASSIFIED//FOHQ
<<Incident 3325>>

[~
.
| apologize foﬁﬁe\d

discuss.

alize that you hadn't regeived it. If you have additional questions, please call to

From: Postmaster .
Sent: Tuesday, April 10,2012 10:43 AM

3Fo:|
Subject: Undeliverable: incident 3325

Delivery has failed to these recipients or distribution lists:

)

l |

system administrator.

Diagnostic information for administrators:

Generating server: ncesc-eg1b-5500-tc105:nga.smil.mil

|

#< #5.0.0 smtp; 510 Invalid Domain Address.> #SMTP#
o

Original message headers:
8 BENG Unclassified/FOHO-

Enclosure 4
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Unclassified/FOYQ

Received froml b ith
ESMTP with TLS id 3DVJQN1.359920~_Tue, 10 Apr 2012 10:36:23 -0400
~ Received: from|
b Kby
l fwith mapi; Tue)
To:

Date: Tue, 10 Apr 2012 10:43:04 -0400
Subject: Incident 3325~

Thread-Topic: Incident 3325
Thread-Index: AcOXJ5bpfT4ae98/T+W4ZGp7Vx9vdA==
Message-ID:
l

Accept-Language: en-US

Content-Language: en-US
X-MS-Has-Attach: ' : ‘ OIA(b)(7) - (E)
X-MS-TNEF-Correlator:

| — )
acceptlanguage: en-US
MIME-Version: 1.0 N

Content-Type: text/plain

UNCLASSIFIED//FOHS-

!

EEEEN

Unclassified/FOUO_
; #:67776 2 o Enclosure 4
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Unclassified/FOUQ

" FOIA(b)(6)

M}}rom: e
Sent: Friday, April 13, 2012 8:19 AM
To: [ )
Subject: RE: Incident 3325 /
Classification: UNCLASSIFIED//FOUQ ’ - )
" EQIA(b)(3) - 10 USC 424 - DIA, NRO and NGA
FOIA(b)(8)

(U) Thank you for the information. | have reviewed what | believe are the referenced sections of the NGA security
classification guide and | do not understand how it classifies the information in either of the presentations individually or
in aggregate. | will detail my understanding below. | need to understand where my reading of the information isin

error or if the ruling should be revised. Please provide specific information on how the guide classifies the
presentations so we can determine if we have the same potential aggregation issue/classification issue in other .
documentation for the project (other than the referenced presentations) as well as understand what specific
information we need to classify in the future.

(U) In reading the information you provided in your email, | believe the relevant sections from the NGA security
classification guide are:

(U) Table 1.1 Automated Information Systems {AIS)

FOMA(D)(3) - 10 USC 424 - DIA, NRO and NGA

(U) I believe the issue that you noted is that the present'ations in aggregate are classified because they identified "the
software controls, vulnerabilities associated with specific hosts, and scheduling identified." To me this means you
believe that the presentations identified vulnerabilities in specific hosts that could be used to circumvent or negate the -

security of the host.

= (U) In reading the "MSN Ops Support" presentation, it did identify that a past run of the SRR script on the MSN
unclassified servers had some reported items there were still in progress or needed for production. The presentation
did not identify what specific items were outstanding, if these outstanding items were vulnerabilities that could be used
to negate any security controls, or which hosts the vulnerahilities applied to as the results varied on a per host basis.

(U) In reading the "IT/IS Migration" presentation, the presentation contained an incomplete list of MSN servers that
were identified by a partial host name (not the fully gualified name of the host). Note that this list did not include the
‘grvers focated at the monitor stations, the backup MSNCC, the EDL, or the NDL. The list of partial names were noted as
red" or "black" and not a specific classification.

“Unclassified/FOUQ_
Enclosure 4

NWH:67776 ~ ! Page 24
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Unclassified/FOUQ.

{U) Inreading the "MSN Ops Support" presentation, it did identify a patch schedule. Noting the reasoning in the above
two paragraphs, this schedule does not add any additional aggregation since neither specific host names nor specific
vulnerabilities were discussed. Furthermore, the picture presented by that schedule is incomplete - there are "out of

Fchedule" patches applied as necessary to fix critical vulnerabilities.

(U) With-the information fromrthese presentations, | do not understand how one can identify a specnflc vulnerability
associated with a specific host that could be used to circumvent the security of the host.

(U} Thanks for your help.

ARL:UT —

From[

Sent; Tuesday, April 10,2012 9:43 AM

To| H”'/

Cc:l | : :
f - 10 USC 424 - DIA, NRO and NGA

Subject: Incident 3325 Eg@ﬁg;gg; an

FOIA()(6)

classification:tdNCLASSIFIED//FOUQ

Good Morning.

Thank you for your follow-up questions regarding this incident.

To recall our conversation regarding this incident, we talked abgut vulnerabilities to the systems and how it affects
NGA's methodology in protecting its assets. For this regson, the decision remains that the information should be
protected at the S//NF level because of the software gontrols/vulnerabilities associated with specific hosts, and
scheduling identified. This is consistent with NGA SEG AlS Table, line item.

Please ensure that you pass this guidance along the Facility Security Officer.

Please let me know if you have additional questions.

UNCLASSIFIED//FOHQ._

Unclassified/Fouo. )
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Un;lassified/?O’dQ

| | ﬁ/ﬂ////%owb)(e)

S

df‘}From: » [_H___Q—__](/
Sent: Thursday, April 26, 2012 10:24 AM~ /
To: /

Cc:
Subject: - RE:Incident 3325

(b)(3) =40 USC 424 - DIA, NRO and NGA
- FOIA(b)

Sent: Friday, April 13, 2012 8:%

To:l
Pubject: RE: Incident 332
¥

Classification: UNCLASSIFIED//FOUQ.

(U) Thank you for the information. | have reviewed what | believe are the referenced sections of the NGA security
classification guide and | do not understand how it classifies the information in either of the presentations individuaily or
in aggregate. | will detail my understanding below. | need to understand where my reading of the information isin
error or if the ruling should be.revised. Please provide specific information on how the guide classifies the
presentations so we can determine if we have the same potential aggregation issue/classification issue in other
documentation for the project (other than the referenced presentations) as well as understand what specific
information we need to classify in the future. ‘

(U} In reading the information you provided in your email, | believe the relevant sections from the NGA sécurity
classification guide are: ‘

{(U) Table 1.1 Automated Information Systems (AIS)

FOAB)(3) - 10 USC 424 - DIA, NRO and NGA
\\.\\
\\
Unclassified /FOto-
tnclosure 4
NWH:67776 . ! Page 26
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Unclassified/FOYO ﬁ%&@@ﬁgﬂ&ﬁ?ﬁ- DIA, NRO and NGA

(U//FOUO) R —

e

W(U) I believe the issue that you noted is that the presentations in aggregate are classified because they identified "the
software controls, vulnerabilities associated with specific hosts, and scheduling identified.” To me this means you
believe that the presentations identified vulnerabilities in specific hosts that could be used to circumvent or negate the

security of the host.

(U) In reading the "MSN Ops Support" presentation, it did identify that a past run of the SRR script on the MSN
unclassified servers had some reported items there were still in progress or needed for production. The presentation
did not identify what specific items were outstanding, if these outstanding items were vulnerabilities that could be used
fto negate any security contfols , or which hosts the vulnerabilities applied to as the results varied on a per host basis,

(U) In reading the "IT/IS Migration" presentation, the presentation contained an incomplete list of MSN servers that
were identified by a partial host name (not the fuily qualified name of the host). Note that this list did not include the
servers located at the monitor stations, the backup MSNCC, the EDL, or the NDL. The list of partial names were noted as

"red" or "black" and not a specific classification.

(U) In reading the "MSN Ops Support" presentation, it did identify a patch schedule. Noting the reasoning in the above
two paragraphs, this schedule does not add any additional aggregation since neither specific host names nor specific
vulnerabilities were discussed. Furthermore, the picture presented by that schedule'is incomplete - there are "out of
schedule" patches applied as necessary to fix critical vulnerabilities.

~ (U) With the information from these presentations, I do not understand how one can identify a specific vulnerability
associated with a specific host that could be used to circumvent the security of the host.

W) Thanks for your help.

L]

ARL:UT | -

Classification: UNCLASSIFIED//FOBE.

From:l

Sent: Tuesday, April 10, 2012 9:43 AM F/////—’ —__FOiA(b)(6)

To:‘ v __,_—/

Cef " . FOIA(b)(3) - 10 USC 424 - DIA, NRO and NGA
Subject: Incident 3325 FOIA(b}(8)

CLASSIFIED//FRUQ

classification:

Good 'Morning.
Thank you for your follow-up questions regarding this incident.

o recall our conversation regarding this incident, we talked about vulnerabilities to the systems and how it affects
‘NGA's methodology in protecting its assets. For this reason, the decision remains that the information should be

' : Enclosure 4
| NWH#:67776  Page 27
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Unclassified/FOUQ

protected at the S//NF level because of the software controls, vulnerabilities associated with specific hosts, and
scheduling identified. This is consistent with NGA SCG AiS Table, line item.

‘“*glease ensure that you pass this guidance along to[jth‘e—ﬁacﬂﬁvﬁ?ﬁﬂf\f@?ﬂcer.

Please fet me know if you have additional questions.

___—FOIA(b)(3) - 10 USC 424 - DIA, NRO and NGA
. FOIA(b)(6)
-
UNCLASSIFIED/7FOHO—.
; N
\ x
}
Unclassified/FOBo-
‘ ' 3 Enclosure 4
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NCLASSIFIED.

— LG

e | _
-, From: E;// -
}Sent: Friday, December 14, 2012 3:01 PM -

To: ISCAP@nara.gov' /
/

Subject: Challenge to Classification
Attachments: FW: Challenge to Classification Gest for ISCAP (12.9 KB), SeCU/@ cident Report pdf
Signed By: v [ /
: S
Executive Secretary /

ISCAAP
Classification Challenge Appeals

Paragraph 4-104 of the NISPOM provides guidance for “Challenges to Classification” sfould the contractor believe
information is classified improperly or unnecessarily. Accordingly, AppliegResearch/Laboratories at the University of
Texas (ARL:UT) seeks to challenge the National Geospatial Intelligence 4gency’s (NGA) .determination that the
information contained in unclassified presentations prepared by ARLAT employées for the Program and Technical
Review (PMTR) on 25 January 2012 is classified.

Attached you will find a copy of ARL:UT’s Final Report regardifig security yfolation “55354-20120228-C1” submitted to
the Defense Security Service (DSS) San Antonio Field Office’{n June of 2912. in that report, ARL:UT challenged NGA’s
classification determination. A copy of the report was provided to NGA requesting clarification of why the information in
question was considered classified. To date, NGA hasfot provided & response to our inquiry. IAW NISPOM 4-104,
paragraph 6 of the final report requested that the £SA (DSS) provide assistance in obtaining a satisfactory response; to
date, DSS has not provided a response to our inguiry or requesy/for assistance/detérmination. Therefore, IAW NISPOM
§-104, absent a response from the NGA or the CSA (DSS), this’challenge is being forwarded to the, ISCAP for resolution.

Copies of the slides in question and NG classification gyitles are available upon request. We are seeking a detailed and
specific explanation of why the inforgation contained if the slide presentations, when aggregated, is considered
classified. The ARL:UT Principal Inyéstigator (P1) working on the program cannot determine from the classification
guidance why the information cgntained in the sligés is considered by NGA to be classified. [t is critical to ARL:UT and in
the bestinterest of the goverriment that a deteryhination be made and an explanation provided; we are still using the
same classification guides ahd do not want to snake the same mistake again, if in-fact it was a mistake to begin with.

As the Facility Seturity Officer (FSO) | serve/as the ARL:UT POC for this matter. If you require additional information,
need any clarificatjgn or have any questigns please contact me. Your assistance in is greatly appreciated.

Facility Security Officer

The University of Texas System/
The University of Texas at Ausfin
Applied Research Laboratorigs

1 tnclosure b

| NWH:67776 | Page 1
DocId:34498397 , _ R



; : T __—_——="TOIA(b)(6)
. ‘ ——
: - - —
. From: ‘ | }//////
JSent: Friday, July 13, 2012 5:22 PM =
To: /
Ce: = ~
Subject: Re: ACTIQN/R@JIRED friw 12-MSN PMTR at Austin

Signed By:

[ ]

Here are the organizations and the addreSses as far as I'm aware. I broke out the original email into each
organization. [ don't have full address for some but may able to get them from other next week. I almost am
not sure which organization o1 of them is part of, namely:

—

National Geospatial-Intelligence Agency
Fort Belvoir, VA

I FOIA(b)(6)

OIA(b)(3) - 10 USC 424 - DIA, NRO and NGA

}\T ational Geospatial-Intelligence Agency
IA(b)(B)

3838 Vogel Road
Arnold, MO 63010-6238

£nclosure 5

 NW#:67776 Page 2
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~FOIA(b)(3) - 10 USC 424 - DIA, NRO and NGA
/ FOIA(b)(6)

USAF/SMC/GP
483 North Aviation Blvd.
El Segundo, CA 90245 \\

USAF/SMC —
1050 E. Stewart Ave.

Bldg. 2025

Peterson AFB, CO 80914

NGA/USAF

2nd Space Operations Squadron
300 O'Malley Ave., Suite-41
Schriever AFB, CO 80912-3041

Aerospace

El Segundo, CA

Aerospace
Colorado Spring, CO

Naval Surface Warfare Center
2 ~ Enclosure 5

NW#:67776 | _ v ‘ Page 3
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17214 Ave B
Suite 122
Dahlgren, VA 22448

FOIA(b)(8)

ARL:UT
10000 Burnet Rd.
Austin, TX 78758

-

/

the organiza
E Code. If I can

Thanks

hot determi

From

Sent: Friday, July 13, 2012 2:10 P/
Toi
Cc:| . ,

fon. { need th&'locatio
g'the CA

and address of the organization in

Code | will have to call the
ail that this 't my réquirement but hers...

Subject: Re: ACTION REQUIRED from tﬁe January 2012 MSN RMTR at Austin

e

Nationa] Geospatiagl-Intelligence Agency

I o
3838 Vogel Rbad :
Arnold, 63010-6238

NW#:67776
DocId: 34498397 \

FOIA(b)(3) - 10 USC 424 - DIA, NRO and NGA
FOIA(b)(6)

FOIA(b)(3) - 10 USC 424 - DIA, NRO and NGA

Enclosure 5
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On 7/13/2012 1:40 PM vrote——— e

SRS

e e

To clarify, I didn't notify people of a spill. The information was
that there was the potential to create a spill and to delete these
presentations to remove the potential.

v mailed copies to as well.
' for a CAGE code an

On 7/13/2012 12

)
Fr,om:[
Sent: Friday, }Gly 13, 2012 9.5/ AM
To: .
Cc:[
4
{
3
Enclosure 5
NW#:67776 pPage 5
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OIA(b)(8)

.From:
Bent:

To:

Ce

Subject:

Signed By:

-------- Original Message
Subject: ACTION REQUIRED from the January 2012’MSN P
Date:Wed, 29 Feb 2012 12:42:11 -0600

Friday, July 13, 2012 9:51 AM

|

Fwd: ACTION REQUIRED from th

l

18

NGEA

Fromj] -
" B
J RN —r
3 A AN <
| V VAR BN \\V AN
cq / : 5
| | X |
| T \N\T
| ; / \
ﬂ \ N
| l N
i N
| A
l =
] N\
|
,s T . ‘
FOIA(b)(6)
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NGA has requested that the following unclassified presentations be deleted if you have electronic copies or
destroyed if you have hard copies.

., * Presentation #6 titled "I'T/IS Migration" by{
!+ Presentation #10 titled "MSN OPS Support” by |
- final.pdf

* Please contact me or| ll_ﬁnym. —
Thanks / / s
/
On 1/19/2012 3:12 PM, wrote\ :

We have just'posted the read ahead material for the meeting next week Wed hursday (Jan 25 -
26). The only presentations that are missing are for a couple of the side sessions on Phursday (note, not all side

MSN PMTR 2012 Jan.zip located at
https://fip.arlut.utexas.eduw/arl web ftp/ftp/ftpréot/priv/sGL/bﬁ@ng/Janu 2012PMTR

'T will send the password and username in the next email

Dial in information will be availa\ble for the meetipg and is as follow,

Call 512-873-5432.
Conference number is 36444#.
basscode is 44121#

We will attempt to host a web meé€ting as well but this mdy or may not happen due to recent issues with the web

On 1/10/2012 5:49 PM,

Based on some feedback, I have several updates I want to distribute\ The updated agenda is attached. Changes
from the previous are:

FOIA(b)(3) - 10 USC 424 - DIA, NRQ and NGA

I Additionaltalk byl 7 FOIA()(®)

2. Several new side sessions resulting in a new end time on Thursday, 26 Jan of 1400. (Note that the ordering
of side sessions has not been set and will be varied based on interest and travel schedules of participants.)
3. Due to the number of participates, the main PMTR session (25 Jan) will be held in the main auditorium just

';gehind the ARL lobby.

I will be emailing out a link-to the electronic copy of the meeting next week, along with dial in information. [
2 . Enclosure 5

f
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also plan on mailing hard copies of the presentation. If you are interested in a hard copy to support remote
participation, please email me the number of copies and an address to send to.

] .

e

On1320125:04PM[  Jwrow

As of today, I have the following people who have noted théy will or may eome (see end of emai

others, please let me know this week. You can find information aboutvisiting ARL at:

Iy If there are

http:.//www.arlut.utexas.edu/visiting/index.htm]

and information about submitting a clearang

inp/entry. html

- http://www.arlut. utexas.edu/visi

While most of the m ing will be held at the unclassified level, we may have certain sessions or discussion at

the SECRET les

1

NGA.: .
) )(3) - 10 USC 424 - DIA, NRO and NGA

NSWC:
’/__——————‘—"——‘_'M—:_’/

USAF: ' v .

| 5 FOIA(b)(6)

On 12/14/2011 3:56 PM, rote:

The agenda for the MSN portion (on the 25th and 26th of January) is attached. Two requests:

1. If you plan on attending in person, please let me know by Friday, 6 January 2012. This is needed so I can
plan for food and ensure security paperwork is in place for the visit.

i I believe I have incorporated all the suggestions for agenda/side session topics. If you have any
¢omments/additions/changes, please let me know in the next few days so I can work them into the agenda.

3 . Enciosure 5
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" FOIA(b)(6)

-

-~

We've settled on dates for the next program management and technica tev/iew of NGA tasks in progress at

ARL:UT and NSWC.

These meetings will be in Austin, TX.

January 24, 2012 (Tuesday) - NSWC PMTR & side sessions (full day)
January 25th, 2012 (Wednesday) - Al SN PMTR (full day)

January 26th, 2012 (Thursday) - . MSN side sessions (partial day)
[ will send out a draft for the MSN portion next week. Please let mie know now if you have any topic or side

meetingsuy\i@ﬁs.

e

‘ 4 knclosure Y
| NW#:67776 Page 9
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P - ‘ /%OIA(b)(B)
Wﬁmm: . | ’ - b}(/ﬁj;/mﬁsg/zl% - DIANRO and NGA
e

sent: Thursday, July 05, 2012 1:39 PM— =

Subject: ISCAP appeal
Signed By:

Good afternoon. After ing the final report and subsequent copwérsation
with iedtl

requested
ISCAP once they have come to a decisiotf. If you could also fet me know when

you hear something and what the fihal outcome is, | would'appreciate it. |
have also informed of ARL:UT's appeal to ISCAP. if you have any
questions, please don't hesitate to contact me.

r/

Lnciosure’s

NWH: 67776 ' Page 10
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| : _ — OlA(b)(6)

1 . e ———— /
~..From: T //

%ent: Wednesday, June 27, 2012 10:36 AM :

To:

Cc: ////

Subject: ARL Security Violation 55354-20120531-C1 =~~~ _—

Attachments: Security Incident Report.pdf L

. - .
Importance: High /’//F/ (b)(3) ~10 USC 424 - DIA, NRO and NGA
B g OIA(b
///—/

ot DSS office this morning. At this point we still have not
ent that provides us the details of exactly what information

received anything specific from NGA classification mana
was classified when aggregated regardifig the two ?:égﬁations. We do not agree with NGA'’s classification

determination and are asking for.BSS’s assistance 46 challenge the ruling via the ISCAP (Interagency Security
rough the IS%NISPOM 4-104. If you have any questions regarding the report please

Classification Appeals Panel

contact the FSO|

hanks.
j

Applied Research Laboratori
University of Texas at Augti

NW#:67776
p0c1d134498397

[nformation systems Security Marfager

1 ‘ Enciosure 5
Page 11



! X T — " ZFOIA(b)(8)

'“‘F}rom: “NRO and NGA
ent:
To:

Cc:

Subject: /N/GA Classification Ruling

/

Can you please forward me the email tha
yesterday, | checked my SIPRNET email' \ ﬂ a few minutes ago and didn't
have anything from you.

/

ARL will also need specific details abo t{he classificatiorn ruling that was made by NG ARL had challenged the
ruling because we reviewed the and found nothing classified in these presentations after numerous internal
reviews. That being said we néed to know specifically what exactly is classified in these presentations and the
appropriate section of the’SCG being cited gsto the ruling.” Thanks for your assistance in this matter.

Information Systems Security Manager
Applied Research Laboratories
University of Texas at Austi

v 1 ‘ Enclosure 5
| NW#:67776 Page 12
pocld: 34498397



| - T F OIA(b)(6)
______ o i :
"'”ngm: — /
Sent: Thursday, May 31, 2012 4:25 PM : /////// /

To: k

Cc: [}/

Subject: Security Incident
Attachments: ISFQ Process Manual V3 14 June\g01¥.pdf

LA(b)(3) - 10 USE 424 - DIA, NRO and NGA

[:::::‘”’w" ------------ T FOIA(B)8).
ew response to this

@ere is a summary of actions

Sified presentations had an aggregation concernack in Pebruary, the guidance given by NEA{:‘

as to delete these presentations from all computers4dnd destfoy all hard copies. The files were removed
from the ARL/SGL File Server, ARL FTP site, ARL laptop, ARL eprfail servef, and other computers that sync the ARL/SGL file
server. All hard copies were destroyed with the exceptiondf one hafd copy which is currently kept in a GSA approved
safe located in a closed area and was being kept until a final classjfication ruling had been made. Backup tape catalogs
was deleted and put back into rotation where it woyld be overwritten on its next use.

Per our phone conversation a few mj at we have ta

incident.

When these un

either follow the direction and/or guidance of the

{tization Procedures {(Page 91- 110) attached above. Considering

“the circumstances and events surrounding this incidert over the past 4 months and having already deleted the files from
j!l affected computers and tapes in agcordance with NGA direction, if ARL were to proceed with completing the DSS
procedures now after having deleted all files, oyf only option would be to destroy all associated drives which would cost
ARL a significant amount of mopéy and manpgwer. As a result | believe that our actions that have already been
completed were sufficient apd requests thig'incident be closed out.

When a classified spillage occurs our ARL proc
sponsor/data owner or complete the DSS Apfroved Sa

Thanks,

l

fnformation Systems Security
Applied Research Laboratori
University of Texas at Austjj

Enclosure 5
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iDefense Security Service

Mobile Phone:l P — - FOIA(b)(6)
_ —--Original Message----- _
@me:[ T — OIA(b)(6)
e
Sent: 45AM e
To -

cc — -
Subject: 2ARL Security Violation 55354-20120531- _W

R

SC 424 - DIA, NRO and NGA

information regarding the determination that unclassified inforfation was
"aggregated" and that the aggregation resulted in a security violation. | do
not agree with NGA's determination; not the fact that-dggregated
unclassified information may be considered classj ied but the fact that the
information contained on the two slide can beconsidered aggregated . You
will see in my report that | am asking DSSt0 obtain that information from
NGA. If you have any questions regapding the report or require additional
information please let me know '

.

3‘hank you.

-knclosure 5
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' sent: Monday, June 25, 2 25 AM /,////
To: " // _—

Subject: FW: Presentatmw Wnuary 2

Signed By: [
i //// o
[:Sﬁement. P

/
D/ ///
/
From:

Sent: Monday, Jun , 2012 9:24 AM . ;
To /
or January 2012 PMTRK.

Subject: Presentation written byl

ram Managém t & Technica
jsfussed operations

i APPLIED RESEARCH LABORATORIES
f THE UNIVERSITY OF TEXAS AT AUST
i

NW#:67776
DocId:34498397

. 1 ' Enclosure 5
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T

.. From:
ent: Friday, June 22, 201 =7
To:
Subject: ) FW: PMTR Presentation o
Signed By:

1

————— Original Message-----

From:‘ _ -

Sent: Friday, Jun%@fz 10:56

To: P 7
Cc:

Subject: PMTR Preséntation of Feb 2012

Hi

Migration" for our PMTR meeting. This presentation was ¢reated solely by me.
The purpose of this presentation was to give an overvi
take to migrate our Solaris environment to a virtual
presentation listed things such as goals for migratjgn, a schedule of the
servers that will be migrated, and other pertinerit information such as
}ction items and funding. There was no specific details in my presentation
that can be considered classified.

After | created a presentation, | havethe tendency of sending it out to a
couple of people for review. This presentation was sent to two managers and
one of them happens to be our 4550 for the department and neither one of
them saw anything classified On this document. If any changes need to be
made, | make the modifications and send it back for a final review. Once it
gets final approval, its thén put online in a folder where only specific

people can view them My presentation was 1 out of 19 presentations in that
folder for February

Please let me Know if you need any further information or clarification
regarding this presentation.
regards,

1 Enclosure 5
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----- — }ZOIA(b)(fS)

e
—
. From: F—", OW 424 - DIA, NRO and NGA
lsent: Friday, June 15, 2012 10.13 AM H 76)
To
Cc: L
Subject: Security incidept—
Signed By: :

I've left several voicemails not realizing you were TDY. | wanted to make

sure you received the information you requested during our last conversation|
on 31 May 2012 and also inform you | have not received the information |
requested during that same conversation. The email | sent contains the . \
final decision fron*{
on your request to have the information in question re-ev]/uated. With the
final determination rendered, please proceed according tg ARL-UT policies
and procedures concerning an event of this type. | also réquest a copy of
the final report as | will need to include it in my report. Please let me

know if you have any questions.

r/

1 Enclosure 5
NWH:67776 Page 17
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A:-e‘.s:a‘\z?ﬁ;a!:' g ] b)(65

. From: { T

Isent: Tuesday, May 08, 8, 201210747 PM__

To: - / -

ce: | - ] -

Subject: RerSecurity Violation (Classified Sprllag )

- 10 USC 424 /B1A, RO and NgA

— | /

The summary of the situation is that we have gotten ¢ A from NGA and pave n received
information from NGA regarding what (if anything) i ationy, we canngt be sure we
actually sanitize any systems. The following pa vai : d whathas happeped to date. [

At the end of February (27th or 28th) GA acurred ata program

and technical review (PMTR) that hdppened on Jan,Z5th.
discussions wit nd was that t
presentation from the PMTR were aggregated, the agg
individually each presentation was unclassified.
provided it in writing in a SIPRnet email on 2/28. The ins
hard copies, overwrite the index of backup tapes but keg

eived/from NG in
.- determined that if two of the

fied infgfmation. They did say that
actiohs we were to take and
s of the presentation, degtroy
8mails (from all foldersincluding
delete them as well. We

completed the actions by 2/29.

On 3/19, | saw a SIPRNet email from|
classified. This was the first time we heard that i
,,‘?aggregated. | asked for clarification about wha
incident number is 3325. After several attem

dut he indident and indicated it waj
ed if

ne ~
as
ingle

presentation.

| reviewed the information

his
ion

review was also done by|
was not in either presentation or

prse

left during the wegk of Apfil 16th and April 23th | befieye. Also during the weekiof April 23rd, | asked our sponsor

‘ | o see if they/could get a rgsponse fro —-
[:jtalk ton April 26th About the incident and said that she could not provide answers to

questions about the classification that loe believes she should be able to ansyer as a classifier. At this point|

'equested information from NGA regarding who is the supervisor in this office to see if contacting them
bould help bring closure to the situation.[ _ Fontacted bn May 3rd about this issue. has
also tried to contact her by phone but with no success.

'

: 1 , Enclosure 5
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|
|

SubJect Fwd: ACTION REQUIRED from the January
2012 MSN PMTR at Austin

You can see in the To and CC 'below the list of

people/organizations that the original link was sent
to and this is the same list that the delete
Instructions were sent to in the email below.

Does that sufficiently allow you to answer the
question you posed this morning?

-------- Original Message --------

Subject: ACTION REQUIRED from the January 2012 MSN PMTR at Austin
Date:Wed 29 Feh 2012 12:42:11 0600

Fl;o4m;

AL Tyl a— 0 ,
R 8‘)“ —_— R —‘l
—
— |
— [ —
S \\\\\ H l
o — 'J
z - S —] = H
= = P
\l H
|
™ S
NGA has requested that the following unclassified
presentations be deleted if you have electronic
. copies or destroyed if you have hard copies.
}
7
5 Enclosure 5
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« Presentation #6 titled "IT/IS Migration" by

— T ———FOIA(b)(®)
HFitemame 06-1TTS- - —
MigrationV2.pdf o P Y /
+ Presentation #10 titled "MSN QP«S/S‘up}Son" e

3 by | Mme 10- 7
Jan2011-Ops Support-final.pdf /,//

Please contact me or }Nith any
questions.

FOIA(b)(3)
FOIA(b)

On 1/19/2012 3:12 PM :j@ / /

We have just posted the read ahead material for the /

10 USC 424 - DIA/ NRO/and NGA

Thanks,

meeting next week Wednesday and Thursday (Jan
25 -26). The only presentations that are missing are
for a couple of the side sessions on Thursday (note,
not all side sessions have material). You can
download the presentation information in a zip fil
called MSN_PMTR 2012 Jan.zip located at:

https:/ftp.arlut.utexas.edu/arl web fip/ftp/ftproot/n
riv/SGL/bgstaging/January2012PMTR

I will send the password and username irf the next
} email.

Dial in information will be available/for the meeting
and is as follows:

Call 512-873-5432,
Conference number is 3644#
Passcode is 44121#

We will attempt to host a web meeting as well b
this may or may not hapgen due to recent issues
with the web meeting

the address for the fé meeting is: )
https://meeting.arldt.utexas.edu/msnpmtr/

On 1/10/2012 5:49 PM,

‘ ‘ 5 ' Enclosure 5
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NWH:67776
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Based on some feedback, I have several updates I
want to distribute. The updated agenda is

attached. Changes from the previous are:
7FOIA(b)(3) -10-USC 424 - DIA, NRO and NGA

1. Additional talk b FOIA(b)(6)

2. Several new side sessions resulting in a new end
time on Thursday, 26 Jan of 1400. (Note that the
ordering of side sessions has not been set and will
be varied based on interest and travel schedules of
participants.)

3. Due to the number of participates, the main
PMTR session (25 Jan) will be held in the main
auditorium just behind the ARL lobby.

[ will be emailing out a link to the electronic copy
of the meeting next week, along with dial in
information. I also plan on mailing hard copies of
the presentation. If you are interested in a hard
copy to support remote participation, please email
me the number of copies and an address to send to.

- OIA(b)(B)

On 1/3/2012 5:04 PM, Rick Mach wrote:

As of today, I have the following people who have
noted they will or may come (see end of email), 1f
there are others, please let me know this week!” You
can find information about visiting ARL

http://www.arlut.utexas.edu/visiting/index.html

and information about submittifig a clearance at:

http://www.arlut.utexas, €du/visiting/entry.html

While most of the fheeting will be held at the
unclassified ley€l, we may have certain sessions or
discussion gt'the SECRET level.

NGA:

’ gnclosure 5
Page 22



FOIA(b)(3) - 10 USC 424 - DIA, NRO and NGA
FOIA(b)(6)

NSWC:

USAF:

The agenda for the MSN portion (on the 25th an
26th of January) is attached. Two requests:

] 1. If you plan on attending in person, please let me
know by Friday, 6 January 2012. This is needed so
I can plan for food and ensure security paperwork is
in place for the visit.

2. Ibelieve I have incorporated all the suggestions
for agenda/side session topics. If you have any
comments/additions/changes, please let me know in
the next few days so I can work them into the
agenda. '

" FOIA(b)(6)

We've settled on dates for the next program -
management and technical review of NGA tasks in
progress at ARL:UT and NSWC. !

These meetings will be in Austin, TX.

January 24, 2012 (Tuesday) - NSWC PMTR & side
sessions (full day) L
January 25th, 2012 (Wednesday) - ARL MSN

| NWH 67776 v 8 Enclosure 5
! : J = Page 23
DOCId:34498397
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PMTR (full day)
January 26th, 2012 (Thursday) - ARL MSN side
sessions (partial day)

} - T'will send out a draft for the MSN portion next
‘ week. Please let me know now if you have any
topic or side meeting suggestions.

B EOIA(b)(B)

9 ) Enclosure 5
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| —____——FOIAD)6)

— —
... From: i"“///// /

Yent: Friday, July 13, 2012 532 PM
. g
To: T
Cc:
Subject: Re: FW: ACTION REQUIRED frg e January 2012 MSN PMTR at Adstin / /
Signed By: |

| _— N /
I was instructed by NGA to not brifig attention to the fact of a potential aggrigatior jésue whén ssn]f/g it along
and definitely not that it actually classified. If the question came up I was jist to note e infformation

was "sensitive".

[~

On 7/13/2012 3:17 PM, Neil Fox wrote:
E_M """"""""" — T OlA(b)(3) - 0 USC/424 - DIA, NRO and NGA
/ FOIA(b)(6)

In your email of Thu 7/12/2012 11:29 AM you requested:

“Please provide additional informatiop-régarding se uriviolation :&o.
55354-20120531-C1. You mentieried inyour repdrt that on 2/29/2012[/ /]
contacted the external orgatiizations that got copieg of the two /
presentations that whén aggregated becameé clagsified to notify thodé
organizations of the need to destroy/dejéte pgf the instructions that] |
! ad providedto] M needto know what organjizations were
notified. If contractor organizations weotified I need to know the |
contractor name and CAGE Code as weM as the POC name. | ayh required fto
notify the IS Rep of any contractor grganization that was affected by the
violation. If the external organiza ns were all government organizatighs,
then please just provide the orgénization name and POC Aotified. Please
provide this list as soon as pg ible, but no later than 7/49/2012.”

| went out .-= nd asked him for the information. You can read his response. Apparently he
just passed along the deletion guidance he initially feceived from/the sponsor and did not follow up
specifically informipg the recipients that the infopmation was cohsidered classified. Do you want us to
follow up and infgrm the recipients that the sliges were classiffed? [ will asl to provide the full
name and location of the facility where he sent the emails; it will take some time to determine the CAGE

Codes of thofe facilities.

From:
Sent: Friday, July 13, 2012 2:1/O/PM
To:

Cc: —
| Subject: Re: ACTION REQUIRED from the January 2012 MSN PMTR at Austin

Enclosure 5
NWH:67776 : : | Page 25
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( FOIA(b)(3) - 10 USC 424 - DIA, NRO and NGA
FOIA(b)(6)

. . ? - A -
Can you tell me who it was mailed to and the address? ////

I
On7/1320121:52PM,|  |wroter

From:

Sent: Friday, July 13, 2012 1:49 PM
/

To:
Cc:

|

Subject: Re: ACTION REQUIRED fr.

Louis.

pA—

 NW#:67776
DocId:34498397

On 7/13/2012 1:40

To clarify, I didn't notify people of4 spill. Th¢/information was
that there was the potential to creat€ a spill and fo delete these

mailed copies tp/as well. Do I nged to contact edch person and ask
for a CAGE ¢6de and a security POC? Is therg’ a way the security

I would like for you to answer the guestion; not me
since you are the one who notified the folks that there
was a spill. Please provide one or two short paragraphs
delineating what organizations were notified and if they
were contractor organizations, their CAGE Code as well
as a POC for each organization. If they were just
government organizations then the organization name
and POC s all. ‘ !
2 Enciosure 5
' - Page 26



Thanks

§ — _____From|
— Sent: Friday, July 13, 2012 9:51 AM
——— . Toj
Cc:

Subject: Fwd: ACTION REQUIRED from the January
2012 MSN PMTR at Austin

You can see in the To and CC below the list of
people/organizations that the original link was sent
to and this is the same list that the delete
instructions were sent to in the email below.

Does that sufficiently allow you to answer the
uestion yqu posed this morning?

-10US S\DIAY
N )
-~ Original Message ----><--
ubject: NREQUIRED from the January 2012 MSN-PMTR at Austin
Date:Wed, 29 Feb2012-12:42:11>0600
om: - |
) ,
: . FSeh
=
[ N
C . H
X N
AN N
] e
3 } Enclosure 5
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NGA has requested that the following unclassified
presentations be deleted if you have electronic
} * copies or destroyed if you have hard copies.

« Presentation #6 titled "IT/IS Migration" by
File name 06-ITIS-
//{ Migration v Z.pdf

o Presentation #10 titled "MSN OPS Support"
by | File name 10-
) /‘/',//// Jan2011-Ops Support-final.pdf
b)(6)
@\ Please contact me or| With any
| \ © questions. — 1

\
FOIA(b)(3) - 10 USC 424 - DIA, NRO and NGA
hanks, FOIA(b)(6)

\\\\
.

On 11192012 3:12 BV wrote:

We have just posted the read ahead material for the

meeting next week Wednesday and Thursday (Jan

25 -26). The only presentations that are missing are

for a couple of the side sessions on Thursday (note,

not all side sessions have material). You can

download the presentation information in a zip file
) called MSN_PMTR_2012 Jan.zip located at:

e

https://fip.arlut.utexas.edw/arl web ftp/fip/fiproot/p
riv/SGL/bgstaging/January2012PMTR

I will send the password and username in the next
email. /

Dial in information will be available for the meeting
and is as follows:

Call 512-873-5432.
Conference number is 3644#
Passcode is 44121#

We will attempt to host a web meeting as well but
this may or may not happen due to recent issues
with the web meeting server. If we are successful,
the address for the web meeting is:

https://meeting.arlut.utexas.eduw/msnpmtr/

| : Lunch will be provided each day to facilitate the
! flow of the meeting. '

: Enclosure 5
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Please let me know if you have any questions. We ¢
are looking forward to the discussion next week.

On1/1020125:49PM,[ Jwroer

want to distribute. The updated agenda is
attached. Changes from the previous are:

IFOIA(b)(3) 79/USC 424 -
1. Additional talk by| [FOIA(b)(6) »

2. Several new side sessions resulting in a n

Based on some feedback, I have several updates [ /

A, NRO and NGA

be varied based on interest and travel s¢hedules of
participants.) ‘
3. Due to the number of participates, the main
PMTR session (25 Jan) will be‘held in the main
auditorium just behind the / lobby.

ink to the electronic co
eek, along with dial in
information. I alse plan on mailing hard copigs of
the presentation! If you are interested in a hdrd
copy to suppgrt remote participation, pleasé email
me the nupdber of copies and an address t6 send to.

I will be emailing out
of the meeting next

On 1/3/2012 5:04 PM

As of today, I have the following people who have
noted they will or may come (see end of email). If
there are others, please let me know this week. You
can find information about visiting ARL at:

httb://www.arlut.utexas.edu/visiting/index.html

and information about submitting a clearance at:

http://www.arlut.utexas.edu/visiting/entry.htm!

While most of the meeting will be held at the

5 Enclosure 5
Page 29
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unclassified level, we may have certain sessions or
discussion at the SECRET level.

FOIA(b)(6)
"NGA:
FOIA(b)(3) - 10 USC 424 - DIA, NRO and NGA
FOIA(b)(6) .
NSWC:
////FOIA(b)(G)
usar. ...
. FOIA(b)(6)
On 12/14/2011 3:56 PM, wrote:r———————— ~FOIA®)(6)

The agenda for the MSN portion (on the 25th and
26th of January) is attached. Two requests:

1. If you plan on attending in person, please let me

know by Friday, 6 January 2012. This is needed so

I can plan for food and ensure security paperwork is
in place for the visit.

2. I believe I have incorporated all the suggestions

- for agenda/side session topics. If you have any

comments/additions/changes, please let me know in

" the next few days so I can work them into the

agenda.

E . FOIA(b)(B)

We've settled on dates for the next program
management and technical review of NGA tasks in
progress at ARL:UT and NSWC. '
6 Enclosure 5
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These meetings will be in Austin, TX.

January 24, 2012 (Tuesday) - NSWC PMTR & side
sessions (full day)
January 25th, 2012 (Wednesday) - ARL MSN

PMTR (full day)
January 26th, 2012 (Thursday) - ARL MSN side

sessions (partial day)

I will send out a draft for the MSN portion next
week. Please let me know now if you have any
topic or side meeting suggestions.

-

FOIA(b)(B)

Enclosure 5
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""@From: I L ’
Sent: . Friday, April 27, 2012 5:46 kM
To: \ | /i
Y /
Ce: R /
Subject: RE: security iss
Signed By: [
Y
%‘wﬁa%m them to declare the e closed
based on all the mitigation metho adyws% but having judge
that the case was not a spill at all is not something that red.
Perhaps that will work, —-

[ will be TDY next week and therefore will have limited capabilities T FOIA(b)(6)
to work wit____Jand team, but] Nill belin and
help work the issue. [ ‘ \ /

\_‘\ X
' OIA(b)(3).=40 USE 424 - DIA, NRO and NGA
ROIA ()
7 /
//'
_— Zayd
// /

----- Original Message-----
From{
Sent: Friday, April 27,2012°8:33 AM /
To |
Cc: / j .

Subject: RE: security issue
Importance: High

an explanation from
sent Rick an email via S

We are having issues with getti
management,

NGA cldssification
[PRNET/on April 10th

citing why the presentation in question here is classified. However, all

the information she cited that was classified was not iri the briefing so we
challenged her ruling in an email response on April 13th and/have yet to get
a satisfactory answer. We would like to include the Chief of classification

management to get this resolved. When | spoke t

sterday she

couldn't provide me with answers to questions she should have known being in
)ihe position of a classifier. We have extensively reviewed the SCG and are
absolutely certain that there are no violations, spillages, etc. Please

assist us in getting this resolved, we appreciate your assistance in this

 NWH:67776
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matter. Thanks.

|

l i

”‘wlnformation Systems Security Manager
}}\pplied Research Laboratories

University of Texas at Austin

\
----- Original Message-----
From]
Sent: Friday, April 27, 2012 7:51 AM
To|
Cc1

Subject: Re: security issue

Thanks for pushing this.
have not heard anytht
didn't seem s

>

> | convinced her that this action needs to be closéd, and she is tryi
fcontact the investigatorto that end.

>

> That said, this is a typical NGA actjvity, she is on a 4 da§ work

> week and the investigator has not been/n during this weeK. 1 think you

are
> not likely to get this resolved prior tg Monday, but | will stay on it.

S .

V V. Y VYN V¥V VYV V V v vy

> -ome- Original Message-----
> From] '
> Sent: Wednesday, April 25,2012 8:47 AM
> To:’
Civ

»Cc:l /

1
/Subject: security issue

>

. 2 Enclosure 5.
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> Here is the person that made the ruling. | have called and lefta
clarify what

i - — 7 FOIA(b)(3) - 10 USC 424 -
i [ = 7FO!A(b)(6)

> message. Would you continue to try and push this person

s
“}> classified because we may have this information glséwhere which will
result ' ‘ :

>in a-expensive cleanup and then us repeating it again if we get

> clarification a few weeks from now. y security office is feeling under
the

> gun and really needs to get tHis resolved today.

DIA, NRO and NGA

—=—"FOIA(b)(6)

NW#:67776
DocId:34498397
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From: l

Jsent: Friday, April 13, 2012 4.24 PN
To: . /////’

Ce, . o
Subject: Re: Security Incident
l
ral statepdent idéntified was contained in the

Signed By:
I talked td::}hmed the e
sked for spec
infor (Lz(:/:
termirie what infor nif he presentations were
ine jfthesame inforpfation thiey are flagging as classified exists

as ified o/ (as | showed you the
ifieation to ati classified and provided

FQIA(D)(3) - 10 USC 424 - DIA, NRO and NGA
A ‘

already and wdsn’t an issue...

N

H

From:[:]//

Sent: Friday. April 13,2012 6:46 A
To:

Cc:

Subj?e/curity Incident

| received a telephone call from NGA this morning.'He communicated to me that the information was
classified and yfiless you have something in writing to the contrary, we need to complete a security violation report. Joe
will be doing'the initial draft of the report dnd he wilf require statements from you.

Facility Security Officer

The University of Texas System/
The University of Texas at Aystin

Applied Research Laboratofies .

. 1 ’ Enclosure 5
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-~ From:

%ent

Cc.
Subject:

‘Subsequent email will-discuss this one.

o

/

-------- .Origina_l Message --------
Subject:PMTR slides
Date:Tue, 28 Feb 2012 12:33.

From;| [—————""" _7ROMAb}3)- 10 USC 424 - DIA, NRO and NGA
 Tql | F lA(bx%\
C( ]

\
After diSCLlSSJ_ng_JaLi_thJ [nlease remave last PMTR's
presentations ardcopiegs and from

ARL's wiki.

, a FOIA(b)(3) -0 USC 424 - DIA, NRO and NGA

1 : Enclosure 5
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~from:
Eent: : Tuesday, February 28, 2012 5:45 PM . /
To: o
Cc:
Subject: NGA contact \

~ Today, | received an email asking status about cleaning up two
presentation given at the PMTR. This was the first time | had heard

details and have forwarded you an email from him. He said they reguired FOIA(b)

about it so | called and inquired from ::::ﬁega’Fd*ﬁﬁVFOIA(b)(B) 10 USC 424 - DIA, NRO and NGA
Stroyed.

the items to be deleted from computers and have hard copies

At this point there is ng information regarding why thej:/p}eédnted and
issue so the problem may also exist in other docume ion we have. The
files were/are at the following places in electroni

SGL file server
ARL FTP site where they were downtbaded by various external participants
Laptop used for the presentati
Other computers that synethe SGL file server -- not sure the gbmplete list

What we have dehe so far this afternoon:

A as removed the files from the SGL file servef

J. I'have asked for clarification on how to handlg'the backup tapes

3. | have asked for clarification of what is the isSue '

4. | have removed the files from my laptop uSed for the presentation

5. I have turned one hardcopy into docurent control for future reference
as we get clarification -

What | still need to do:

1. Email all the people (interrally and externally} that may have
downloaded copies / have‘hard copies and ask that they be destroyed
2. Address the tapes aftér we receive clarification

3. Figure out if there dre other issues after we understand the reasons
4. Ask people to delete any emails (inbox, sent, trash, etc) for
pre-meeting copfes that were email internally for review

We can dis€uss this further tomorrow.

NW§:67776
DocId:34498397
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— , B ——— NI

; /__’__/""‘/‘/ /
?Sent: Monda JWWI i
To: : }’ )

Subject: NGA Classification Management POC's™
Signed By: !

Sir,

Here is the information you requested

i
\ FOIA(b)(3) - 10 USC 424 - DIA, NRO and NGA
| FOIA(b)(6)
|
T ;
A

Enclosure 5
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-, From: T
?Sent: TAUTsSday, June 21, JUIZ 554 PM ,///////" :
To: /// — _
Cc ' /
Subject: Re: Review Draft ft
Attachments: ARL Se&u’wf\ﬁtion 55354-2 0531-C1_rgm.doc

Signed By: /

//
| ;ave a significant concern about this write-up and have includegd-hfo

written such that | am the only person who committed a securityViolafi
didn't write either presentation (they were written b\{ nd

Please take a look/t the draft report. | am foncerned about specifics as far as who contacted whom,
when, and that the sequence of events istorrect. If something needs to removed, added, or corrected,
please let meknow.

Thanks

Facility Security Officer
The University of Texas Systém/
The University of Texas at Austin
Applied Research Labor

' 1 Enclosure 5
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LUNCLASSIFIED

N‘:h} ln: P )
sent: Wednesday, June 27, 2012 945 AM ~_——"
To: 1 F// ///
Cc: Joe Landry; | f/
Subject: 2ARL Security Violation 55354-20120531-Ci-fgm.doc
Attachments: 2ARL Security Vietation 55354-20 1-Cl.rg

Signed By: )
Attached is a Final Report of an alleged security viotation that occurred at ARL back in February. We have been trying
(without success) to get specific information garding the determination that unclassified information was
“aggregated” and that the aggregation re€ulted in a security violation. | do not agree with NGA’s determination; not the
fact that aggregated unclassified inf6rmation may be considered classified but the fact that the information contained

on the two slide-can be considgred aggregated . You will see in my report that | am asking DSS to obtain that information
from NGA. If you have any questigns regarding the report or require additional information please let me know.

}
f

1 Enclosure 6
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" _ARL o

The University of Texas at Austin

27 June 2012

55354-20120228-C1
Final Report

Applied Research Laboratories
The University of Texas at Austin
10000 Burnet Road

Austin, Texas 78758-4423

CAGE Code: 55354

Facility Clearance: Top Secret

Facility Safeguarding Level: Top Secret
Contract No.: N00024-07-D-6200-5-74 and 5-46.
Program Name: Monitor Station Network

1. As directed by the National Industrial Security Program Operating Manual™

(NISPOM), DOD 5220.22-M, paragraph 1-303. a., a preliminary-inquiry was conducted

uring the period 28 Feb 2012 - 20 Jun 2012 to consider thefacts and
circumstances surrounding an alleged security vi v/m;onfmcurred on 28 February

2012. This final report is being submittedate; an extension was granted by DSS, ISE
}om‘;ou

? bf the Applied Research LabOMELLRL) Eauhty—Seeuﬂty“GfﬁcerTF SOT

2. ESSENTIAL FACTS: FOIA(D)(3) - 10 USC 424 »DIA, NRO

What is alleged to have happened?

o a password protected externilly visible website for
participants. coor iha

done by the ARL: UT team mep ber On 28 February,

a telephone call fro
ork) informing him that two

t NGA (the sponsoring agency for most of the
of the presentations, one written by Jose Acevedo and one
from the PMTR contained “very sensitive” information. | | __[handles the interfacin
with NGA security for the NGA team as well as ARL: UT.) communicated to

; that individually each presentation was unclassified but if the information on the slides

NW#: 67776
bocId: 34458397

and NGA

,/

ed the posting and distribution /

ritten by Richard Campbell
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m@ ‘ direction on the actions to be taken and proyided rifing in a SIPRNet email on .

2/29. He instructed :IO delete soft co?{es of regentation, destroy hard copies,
(Zh in the rotation, delete emails ‘ /
nizations that gM ,
/as cgmplat /r/y/ /

overwrite the index of backup tapes but/keep th
all folders including trash), and infor
i on.. ebrya
| \ //j/p/ /
= - /|

OIA(b)(8)

presentations to destroy/delete the

o S Pt e 7/ .
How was the violation discovefed, and w it? T S it reported # en?// / |
, , L /
On 28 Februar ported whit he fAd Hiscustad with Ito t /
ARL ISSM, nd the ARL ESO] [/ | [Wheh querfed] X 77
communicated to the/FSO that the info 100/ contained in the indpyidaal
presentations was pot classifiedand that based upon his conversatignywith fhe sponsor
he id hot beljeve that the spons idered the
information‘:()yasﬁﬁed sinc/e the infor on wasnot gated.
On 19 March confirmation of a secyrity viplationwas ini commyunicated
lf:ﬁi—ﬂmﬂumﬂhmmﬂs 0) whjl¢ Feviewin Net ¢mail sent
askin a cppyof't urjty report '
communicated that an initial classification/nulin been 1 by NGA regdrding the
aggregation of the two unclassified pfesen :jtio 4 | Wrelayed this information / :
~ to the ARL security office. In response t [/ | llemail, efjuested a
) copy of the initial classiﬁcationﬁlling tlll t Classificatio
Management

reach on either /

After repeated atten?\{

the 6th or 9th of Apfil. He received an emdil on April 10th that provided/a couple of
sentences thatfs/ca{ed the informatjon SECRET/NF and pravided thie general
category of information. She di ‘ i

presentation.

that was classified. Thi

d them as classified.) Ih/examining the
the information she referénced in the email
so done by ARL employecﬂ \/ f

and later by ARL IS nd the ARL FSO They all were each,
unable to identify referenced i fq/rmation in either presentation or in aggregate. On
April 13th, |_lan email referencing the relevant sections of the

on

th and voiced his concerns referencing the email he had sent her. Since then
as called‘ Yand left several voice mails for her but has yet to receive
a call back or an email clarification on the ruling. Messages were left during the week

2
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= %(3) - 10 USC 424 - DIA, NRO and NGA

of April 16th and April 23th. Also during e

s?onsor% Ho/skee if/t
[:'di?c/ugég on
provide answers toquestions abo [assifi¢a
f as a classifier, bff/ﬁt
contact information from NG

classification office. The nam{lé

~ ARL FSO “/émntac

Although ARL has n6t recei
telephone call fro

"y

rjl

~9~
——~—

45 given as[

.———g—ﬁ
=
/gd/ﬁ
(IJ

\ r‘/ d\receive a

H onv'May/31, who stated

L ad’made{a final classification

¢ was/in agrgement withl |

o presentdtions when
nicatéd\that he would

email via SIPRNet fo] and he/also requested ARL send

him an email sumvnary of all actions that weyp¢ taken in regafds to ¢

sanitization so tHe incident could be closedout.| | /Ireceived email

owever, it did not address the details abput what information was
classified, only that a final classiﬁcario{ruling had beefiimade.

What information was involvedsand what is its clagg

material, if appropriate.)

\ The classified materigl’is considered to be “Aggregate” $ecret/NF information that can
: be derived from twe unclassified PowerPoint presentatipns that were created separately
/ byl knd (ARL)/on their|unclassified desktop computers

and distributed to a number of locations as described injthe first paragraph of section 2
above. : ‘

fication? (Obtain a listing of the

1

Identify the GCA and associated prime/subcontragtors who joniginated the classified

information.
|

The NGA GCA regarding security matters for{ this TD ig \1

|

Identify the GCA or-prime contractor that released the classifigd information to the contractor
and the associated contract nu.{nbers.

The ARL contract N00024-07-D-6200-5-74 and 5-46. The NGA GCA for security
matters is |

Identify specific NISPOM provisions violated. Indicate whether the company was required to
have a Standard Practice Procedure (SPP), its level of adequacy, and whether the company
complied with the SPP. If applicable, attach a copy of the applicable portions of the SPP that

3
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reflect promulgation of the rules and regulations of the SPP and/or NISPOM to employees
authorized for access.

OIA(b)(6)

ARL employed ____piotated provision 8-102 of the NISPOM that states “Phe—
CSA is the DAA responsible for accrediting mformatmn/system'ﬁréd/tgprocess

classified information in industry.” ested unclassified information on an external
web page that could be considered classified if aggregated; albeit, he didn’t know the
aggregation of the information was considered classified. Also, this is a violation of

would otherwise be unclassified when standing alone may require classificatio
combined or associated with other unclassified information. When classific
required to protect a compilation of such information, the overall classific

paragraphs A-B. 9. and X-B. adequately covers these areas.

3. CORRECTIVE ACTIONS:

inventories, securing material, changmg container comb1nat1 $)? When wére these actipns

taken and by whom?

Prior to notification from NGA that the informatiof contained on/the twe unclasgified
presentations was “potentially” classified if aggregated, no actiodt was taken to protect
: the information. By definition the information/contained in the/individual briefings is
) unclassified. Lacking prior knowledge that/t e aggregation of the information
contained in the two briefings would be considered classified, ARL employee took no
unusual measures to protect it.

Will the contractor take disciplingry action against the individual? If not, why fot?

Include any follow-up actions.

The ARL employee respofisible for the security yiolation is ARL employge
(ARL Program Manager/ISSO). The importange of determining classification prior fo
creating and/or posting program information/Avas discussed with by the FSO.
Prior to posting the slide presentations did in fact review the classification
guidance and tgdk steps to ensure that the information was unclassified.

nderstands the classification guides; he is thoroughly familiar with the
information contained in the unclassified presentations and he understands the concept
of unclassified information becoming classified based upon aggregation of the
information. He was unaware that when he posted the two unclassified presentations on
the external web site that the information contained in the two separate slides in the two
different presentations could be considered aggregated and/or classified when

aggregated.

Include an evaluation of the corrective actions taken by the contractor to preclude future
: violations.

i 'Enclosure6
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')3 The circumstances surrounding this incident have been promulgated to all cleared
ARL employees.

4. CONCLUSIONS:

When, for how long, and under what circumstances was the classified information vulnerable
to unauthorized disclosure?

When the sponsor notiﬁed{:](ﬁdﬁ:“?rvﬁim Manager/[SSO) that the ——
- aggregation of the two presentations could possibly/tle/ggusiderfd‘c assified

information, he immediately togl(/g,c_timpa»ndﬂﬁfécted the security office to minimize

the incidéntf::jmﬁﬁg/with the ARL IT department followed the sanitization
guidance provided by the sponsor (NGA) to delete‘all electronic soft copies, destroy

server, mailed to external organizations, and downloaded by extephal organizations.
There is no indication that any unauthorized individuals accessed the infor x{tion.

ation, describe’ how the
knowledge was gained and provide identifying data about th¢ unauthorized pgrson to include

current and previous eligibility and access information.

N/A

pertaining to this confract, technology, or

Are there other security violations at this facili
pattern include foreign nationals/visitors?

information? If so, is there a pattern? Does t

None

\
Have foreign nationals expressed aif interest in the contract, technology, or information at the

facility? If so, is there a pattern?

None

The individuals intervigwed in connection with the violation are to be identified. Interviews
for each person shoutd be recorded in a narrative format, reflecting their position at the
facility and the daté of the interview.

Program Manager/ISSO/Questiofed 29 Febrl\lary and sent a statement via
e-mail on 11 May 2012 by the FSO
{ ‘

5 Enclosure 6
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? Your conclusion regarding the loss or compromise of the classified information is to be
‘included.

Given the fact that the two documents in question (two separate unclassified
PowerPoint slides in two separate slide presentations) are both unclassified and
created by ARL employees| Fand] ftatthcy were FOIA(b)(8)
created as unclassified documents and therefore contain no classified marking; that
they were placed separately on a password protected, external ARL web page along
with multiple (19) other unclassified presentations; and that the slides containing
information that, when aggregated, could be considered classified, were in different
presentations; the chances of an unauthorized person accessing the web page,
accessing the two slides from the different presentations and aggregating the
information is very remote. Even though there is no indication that the information
contained in the two unclassified presentations was accessed by unauthorized
individuals, because the presentations resided on the external web page for
approximately 30 days, the possibility of compromise, though remote, exists.

Additionally, because the information was contained on two separate slides on two
separate presentations, each individually accessed; the ARL FSO questions the
determination by NGA that the information can be considered “aggregated”.
Analogous to this would be technical information contained in volumes residing on
the shelves of a technical library. If the two unclassified presentations in question
were on separate tables is the same room would they still be considered aggregated;
_if the two presentations were in different rooms in the same building would they still

/ be considered aggregated? Absent specific definition and/or handling guidance,
unless the information is truly aggregated, i.e. unclassified information on the same
slide or unclassified information contained within the same briefing it cannot be
considered aggregated.

e

5. DETERMINATION OF CULPABILITY

Provide identifying data (name, title/position, Social Security number, date and place of birth,
access level) of the individual who was/is responsible for the incident.

Name: | [ _ /

Job Title: Project Manager/ISSO  ——————_

Employees SSN: (will be provided telephonically upon requW —

Date of Birth: r___.’—’“———w*—fw“*::"i::—:;;;/;/_/j FOIA(b)(6)

e
KIS e L

Place of Birth //ﬂ,///
Clearance Level: v
Date of Last Security Bneﬁng '

ARL Telephone Number: I/

Statement Obtained: YES

The interview of the responsible individual must stress the following:

6 knclosure b
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NWH#:67776

. they contained prominent classification markings. Conduct follow-up questioning on

Individual’s level of awareness of the NISPOM and associated security regulations;
Include when and how the individual became aware of the classified information.

The employee [::j-mwlved imthis incident is familiar wu;h,hls~”/ ;*] OIA(b
individual security requirements under_,helNLSPGM’nﬂe ARL SPP for
Security. Because[::}«waﬂlremployee responsible for posting the
presentations on the external web page he is technically responsible for creating
the security violation; however, there is no degree of guilt or blame to assign.

Details of all prior security briefings, seminars, etc., contributing to the individ
knowledge of security requirements.

ARL New Employee Security Briefing
Annual Security Awareness Training
Semi Annual Security Briefings

/
Individual’s knowledge of security requirements and awarenesds/éhe company’s
practices and how he or she became aware of them. Provide a description of the
facility’s security education and training program. Attach copies of any and all
records concerning security briefings (written and oral) provided to the individual to
prove the extent of individual’s knowledge of the requirgtnents for the proper
handling of classified information. If available, includg/dates, times, and information
provided in the security briefings, as well as copies of any debriefing statements.

(on file)

A detailed review of each document, item, of system involved in the violation to /
include the individual’s knowledge of where they came from; where each was found
and under what circumstances; why each was found where it was located; whether
each was in the classified document ixformation management system; and whethe

disparities between the individua)’s statement and known facts.

The two documents in question (two separate unclassified PowerPoint slide
presentations) are both upclassified; created by ARL employee
and| hey were created as unclassified documents and
therefore contain no classified marking; no classification markings are required.
They were placed separately on an external ARL web page by
with multiple (19) other unclassified presentations. The two slides containing
information that, when aggregated, could be considered classified, were in

different presentations. /

The reasons the individual acted as he or she did in this particular incident.

The individual acted in accordance with established ARL procedures.

Enclosure 6
Page 8
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‘ ¢ Whether the individual was aware that he or she was violating security guidelines at
j the time of the incident

ARL employees were unaware that creating and posting the unclassified
presentations could be viewed as violating security guidelines at the time of the
incident; it was neither deliberate nor intentional.

e The individual’s future intentions regarding the handlmg and safeguarding of
~ classified material.

There is no reason to suspect that ARL employees will do anything other than 7
follow the proscribed rules and guidelines given to them; they have
demonstrated that they are aware of their individual responsibilities.

*  Your evaluation of the individual’s culpability.

The employees are culpable only to the extent that it was determined by NGA
Classification Management Office that the aggregation of the two unclassified
presentations would create classified information. There was no mention or
concern by the program sponsor during the PMTR and it was only a month
after the PMTR that a classification determination was made. ARL employees
fully cooperated with the Security Office and followed sponsor (NGA) guidance
when they initially became aware of the possibility that the two presentations, if

| _ aggregated, would contain classified information, they are aware of their

) responsibilities to protect classified information and to report any security
violations.

6. RECOMMENDATIONS:

The NGA Classification Management Office has determined that the aggregate

of the two unclassified presentations are classified at the Secret/NF level;

however, ARL has yet to receive any official guidance about what exactly is

classified and has requested from NGA this information. As such, ARL does not

agree with NGA’s classification determination. IAW NISPOM 4-104, ARL

‘herein requests that the CSA (DSS) provide assistance in obtaining a satisfactory

response; specifically what information in the two unclassified presentations

prepared by and Fwhemaggregated; 1S classified; FOIA(b)(6)
,more specifically, why the information is considered classified. This is in an

effort to preclude this from happening again. NGA POC(s) are| |

. FOIA(b)(3) - 10 USC 424 - DIA, NRO and NGA
7. FOLLOW-UP: FOIA(b)(6)

IAW NISPOM 4-104, absent a 120 day response from the CSA, the classification
challenge will be forwarded to the Interagency Security Classification Appeals Panel
(ISCAP) through the ISOO.

8 Enclosure 6
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UNCLASSIFIED
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UNCLASSIFIED

(U) Summary Statement

(U) Clear and direct guidance on the exact nature of what Classified information is in the
Exhibits was never provided despite repeated requests from both ARL:UT and from DSS to
the original classifier, her direct supervisor, and other members of the NGA Security

Office. The NGA SCG was reviewed b

FOIA(b)(6)

Aﬁer careful

. inspection of Exh1b1ts A and B, all four are unammous that none ofthe slides contain
; Clasmﬁed information, nor is there any risk of Classified by ‘Aggregation. As such, it is
'~ impassible for ARL: UT to know which information was Classified without additional

mformahon

(U) Clear and direct statements as to what constitutes “aggregation” were never provided.
' ARL:UT requires a specific definition in order to prevent future violations by aggregation.
Note that, historically, two separate hardcopies existing in the same desk have not been
; censuiered “aggregated”. In the modern era, should two electronic files stored on the same
; hard drive be considered aggregated? For the analysis described above, ARL:UT operated
unider the assumption that aggregation meant the two files were considered as a single file
(evien though they never existed in this state).

v ; (U) The limited guidance received was in conflict — in some cases the Exhibits were
referred to as Classified individually, in other cases, only in aggregate.

(U) Purpose of Request

(U ) The NGA SCG ARL:UT is contractually obligated to follow does not contain any
mformatlon from which a reasonable person would conclude a violation occurred. As such

we believe either the SCG is in error or the classifying agency is in error. The original
lmg should be reversed or the SCG should be updated and new classification guidance

© provided to ARL:UT.
-~ (U) Request

(U,) ARL:UT requests complete and full details on which exact information in both Exhibits
is Classified and for what reasons with references to specific paragraphs and/or table line
nuinbers of appropriate classification guides.

‘ (U) ARL:UT requests complete and full details on what constitutes ‘aggregated' in the case
of electronically stored documents. :

UNCLASSIFIED
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UNCLASSIFIED

(U) Chronological Timeline of Relevant Communication

(U) The majority of paragraphs below refer to email correspondenge. Those items taken
from phone calls are indicated as “by phone”. All emails used to develop this summary are

included as part of this packet.

(U) Organizations Listed:

ARL:UT: Applied Research Laboratories; The University of Texas at Austin
NGA: National Geospatial-Intelligence Agency ;

DSS: Defense Security Service

ISCAP: Interagency Security Classification Appeals Panel

(U) Personne] Listed:
ARL:UT:

[Facitity Security Officer ) ] — OIA(b)(6)
Information Systems-Security Officer

Program Manager, Inform: jorrSystems Security Officer
Project fanager, Alternate Information Systems Security

Officer

} NGA:

FOTA(D)3)—40-USC 424 - DIA, NRO ang/NGA

———,

FOIA(b)(8) B

, DSS: | / |—FOIA(b) ()

Timeline:

(U) 25 January 2012: Program Management/and Technical Review held at ARJ/:UT. The
two presentations in question (hereafter referred to as Exhibit A and B) were pfesented at
“this meeting. The majority of this meeting/KNas held at the Unclassified leve)/

(U) 28 February 2012 INGA requested that ARL:UT remove

electronic Unclassified access to the Exhibits and destroy all hardcopies.

UNCLASSIFIED
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OIA(b)(3) - 10 USC 424 - DIA, NRO and NGA
OlA(b)(8) P

" UNCLASSIEIED

(U) 27 June 2012} R E T senr 1€ Tinal Teport 1) pss /OIA(b)(6)

opinion that a pomon ofthe NGA ruling/was in error, speci ifically, that twa separate P

(U) 5 July 2012: | GA acknowledged receipt of fina q)o%and of the 'fa’ict ‘
that ARL:UT would be challenging the ruling. ’

(U) 23 July 2012: Defense Security Service acknowledgéd receipt of a final report, dated§§27
June 2012, regarding this security violation and cerffirmed that mitigation efforts (as | =
referenced in 29 February email) taken by :UT were sufficient. I

' (U) 14 December 2012: UT prcpdred and sent to ISCAP a formal chal eng
of the Classification ruling highlighting that ARL:UT is seeking detailed and specific o
explanations on what was Classified to avoid future incidents.

(U) 20 December 2012: The Interagency Security Classification Appeals Panel
acknowledged receipt of ARL:UT's classification challenge and requested further -
information.

N

\_\

UNCLASSIFIED

 NWH#:67776
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© UNCLASSIFIED

(U) List of Attachments
o (U) Exhibit A; Presentation: MSN Ops Sﬁppon @M)
(U) Exhibit B: Presentation: IT/IS Migration (S‘/%NF)

-, (U) NGA Security Classification Guide (March 25, 2008 version)

) Final report to DSS from ARL

| (U) SIPRnet Email collection (SHNF) ’
1 (U) Unclassified Email collection
- (u Unclassiﬁed Mail collection
{
: UNCLASSIFIED

NW#:67776
DocId:34498397

Enclosure 1



FOTAGN3) - 10 USC 424 - DI
Fom£k§\\\\\\\

S

A NRO and NGA

NWH:67776
pocId:34498397




FO\H" b(t

~—

//./

| —
' FOIA(b)(3) - 10 USC 130b - PIi for armed forces —
; FOIA(b)(B) + FOIA(B)(3) - 10 USC 424 - DIA, NRO and NGA
] FOIA(b)(6)
|

'E ,“\

)
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SECRET//NOFORN

SUBJECT: (U) Advanced Research Lab — University of Texas (ARL-UT)

Classification Challenge Appeal to the Interagency Security Classification
\} Appeals Panel (ISCAP) '

 NW#:67776 "SECRET//NOFORN
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e

APPLIED RESEARCH LABORATORIES

THE UNIVERSITY OF TEXAS AT AUSTIN

P. O. Box 8029 + Austin, TX 78713-8029 - (512) 835-3200 - Fax: (512) 835-3259
This cover letter is unclassified upon
removal of classified enclosures.

31 January 2013
ISCAP No. 2013-030

TO: Interagency Security Classification Appeals Panel
700 Pennsylvania Avenue, N.W., Room 100
Washington, D.C. 20408

/ ATTN:  Mr. William Carpenter
FROM Dr. Clark S. Penrod & v

Executive Director

SUBJECT:  Challenge to Classification Determination U)

} REF: (2) (U) NISPOM 4-104. )
(b) (U) ISCAP Executive Secretary ltr. 20 December; ISCAP No. 2013-
030
ENCL: (1) (U) Summary and Supporting Material in support of ISCAP No. 2013-
' 030 (S/NOFORN) '

(2) (U) “IT/IS Migration”" PowerPoint Slide Presentation prepared by Jose
Acevedo, Exhibit (A); “MSN OPS Support” PowerPoint Slide
Presentation prepared by Richard Campbell, Exhibit (B)

(3) (U) National Geospatial-Intelligence Agency (NGA), Security
Classification Guide, dtd. 25 March 2008 (S/NOFORN)

(4) (U) Classified Emails between NGA and ARL: UT personnel.

‘ (S/NOFORN)

(5) (U) Unclassified Emails between NGA and ARL: UT personnel.

\ (6) (U) ARL: UT Securlty Violation 55354-20120228-C1 dtd 27 June

2012

1. (U) In accordance with reference (a) as directed by reference (b) a challenge by
the University of Texas, Applied Research Laboratories (ARL) regarding a
Government classification determination is herein submitted.

2. (U) Enclosure (1) is a classified, chronological sequence outlining events and
communications between the NGA and ARL as they pertain to an alleged security
incident that occurred in January 2012.

 NWH:67776
Eoczd:34498397



3. (U) In preparation for an NGA Program Management and Technical Review

(PMTR) conference being held at ARL on 25 Januar 2012 —’“’"‘””‘1/?/ OlA(b

and each; fndependently, prepared PowerPointshide™
presentations; enclosure 2, Exhibit A and enclos Lre/E/EYh/m}kB/re/pectw 74
utilizidg NGA Security Clasmﬁcam@ﬁfﬁﬂ:et@‘zendﬁe 3). Mned ' / /
by both at their individual slide presentation

were unclassified and they marked them accoxdm,qu(be slide presentatio /
were turned over to ARL employee} ho posted these

presentations, along with 19 other unclassified pxesentauons on an inte
web page. The web page was accessxble by authorized NGA personn
authorized ARL personnel. (

4. (U) Enclosures 4 and 5 are classified and unclassified email exChs / bet een |
ARL employees and NGA personnel during the period Febpdary 2042 thrgtigh
July 2012. The emails are prov1ded to support the sequenee of/evgnts as Hutlined
in enclosure 1.

submifted to the

it can :’ seen that
GA regardi

regated//and that the

Defense Security Service on 27 June 2012. From the yépo

5. (U) Enclosure 6 is a copy of the ARL security yddo ‘ep
ARL has tried (without success) to get specifi€ informa

6. (U) ARL is challenging the classifigation deter
any of the slides in either| br|
presentations (enclosure 2, e ibits A and B

as outlined in the NGA/classification guide (enclosure 3), also be identified and
provided to ARL.

ines that the information contained in both
resentations is unclassified but further
determines that the aggregation of that information constitutes a security
violation, it is requested that the ISCAP provide specific guidance on aggregation

NW#:67776
DocId:34498397

(6)



' }\ ” and/or confirmation that information contained in two distinct files on the same
‘ (electronic) system can indeed be considered "aggregated."

8. (U) Your consideration and timely action in this matter is appreciated. While
; erring on the side of caution, ARL continues to use a classification guide whereas
| we are unsure of the guidelines; without an explanation of why NGA determined
' that a security violation had occurred, we may inadvertently misinterpret the SCG
again.
9. (U) If you require additional information or have any questions regarding this
" matter the ARL, POC is our Facility Security Officer, | His

telephone number is ——]//::’%T:OIA(b)(G)

/ '
- /

NW#:67776
DocId:34498397




Neena Sachdeva

wfFrom: ' William C. Carpenter|  }— R ——‘*/‘;,:'"::7 FOIA(b)(E
?Sent: hriians . N T
To: ,%F@iﬁ(bﬂ:&) -10 USC 424 - DIA, NRO and NGA
Cc: | INeera Sachde FOIA(b)(®). ‘
Subject: - (U) Classification Challenge Appealtd ISCAP: ARL:UT, Appeal No. 2013-030 (S/INF)
Attachments: 2013-030 Composto Material Reglest (U).pdf; 2013-030 Incoming Challenge Appeal (S-

NF).pdf

Classification:

Classified By: William
‘Reason: 1.4(c),
Declassify On: 20 ~
Derived From: L:UT Classification Challenge, dated 20130131

arpenter

(U) The Interagency Security Classification Appeals Panel {ISCAP) has received a classification challenge appeal
concerning information classified by the National Geospatial-Intelligence Agency (NGA). The attached Unclassified letter
from John Fitzpatrick, the ISCAP Executive Secretary, requests that NGA provide the ISCAP a j'ustification for its decision
to classify the information in question. Specifically, the challenge by the Applied Research Laboratories at the University
of Texas at Austin (ARL:UT) seeks clarity regarding how the concept of classification by aggregation was applied in this
case.
)

(U) The larger classified attachment consists of.the appeal package provided to the ISCAP by ARL:UT. The ISCAP Staff are
preparing a briefing book for presentation to the ISCAP membership on March 12 for this appeal as well as for the
classification challenge appeal filed with the ISCAP by GeoEye, Incorporated (tracked as ISCAP Appeal No. 2013-035).
We hope that we may include NGA’s responses in this briefing book, so the' ISCAP members may more fully understand

NGA'’s positions for these appeals.

/

(U) We would be happy to speak with you or your staff about these two appeals in the coming weeks. The adjudication
of classification challenge appeals are comparatively rare events for the ISCAP, and the ISCAP Staff must ensure that all
sides of the challenge are adequately understood by the ISCAP members. Please contact me, my colleague on the ISCAP
Staff Neena Sachdeva, or 1ISOO Associate Director Bill Cira with questions or concerns.

William Carpenter

Program Analyst, Information Security Oversight Office
National Archives and Records Administration

Secure
Unclassified: 202-357-5466

FOIA(b)(7) - (C

[Unclassified when removed from classified attachment]

Classification: -SECRETAANOCFORN-
} ‘

NWH#:67776
DocId: 34498397



INFORMATION PAPER

)
SUBJECT: (U) Advanced Research Lab — University of Texas (ARL-UT)
Challenge Appeal to the Interagency Security Classification

Appeals Panel (ISCAP)

1. (U/ﬁ-‘SUQ) Purposev. To provide an information paper to DNI and USD(l) on ARL-
UT Classification Challenge and Appeal to ISCAP in accordance with Executive Order

(E.O.) 13526, “Classified National Security Information,” Section 5.3. Interagency
Security Classification Appeals Panel.

2. (SHNF) Content|

FOIA(b)(1) NGA

3. (S\/%NF) Background on NGA'’s final ruling on ARL-UT materials:
FOI?((b)U) NGA

/

CL BY: 1303432
CL REASON: NGA SCG
DECL ON: 20371219

NW#:67776 ~SECRET/NOFORN—

DocId:34498397



:

SECRET/INOFORN—
SUBJECT: (U) Advanced Reséarch Lab ~ University of Texas (ARL-UT)

Classification Challenge Appeal to the Interagency Security Classification
Appeals Panel (ISCAP) ’ .

ltem # 1. Description: (U) An aggregate account of individual items,
otherwise unclassified, items that reveal a system, objective, requirement, plan or
other aspect of NGA or its mission the disclosure of which would jeopardize NGA
organization, functions and organization, functions and capabilities, or U.S.
intelligence sources or methods. See remarks. Classification: SECRET, Release:
NOEORN, Declass: 25 yrs, Reason: 1.4 (C), Remarks: This is known as
classification by compilation. |

ltem #14. Description: (€, FRIA(D)(1) NGA

|

ltem #16. Description: (U/FQUOY

/ @ b)(3) - 10 USC 424 - DIA, NRO and NGA

ltem #17. Description: (U/FOUQ)( \
~_

.

T

b)

NGA Classification Management once again used the 25 March Z@NGA

-

Security Classification Guide (SCG), Version 1.1, Table 1.10 (U)/ 7

L

NWH#:67776

ocId:34498397



SECRETHANOFORN-

SUBJECT: (U) Advanced Research Lab — University of Texas (ARL-UT)

Classification Challenge Appeal to the Interagency Security Classification
Appeals Panel (ISCAP)

FOTA(R)3)~10 USC 424 - DIA, NRC and NGA

\\\
—]

4. W) Potential impact that might result from the appeal of this classificationc

challenge,

OIA(b)(1) NGA

9. (U) Point of contact. . The NGA point of contact for this matter |
ho may be reacheda or

\

—
SN |
FOIA(b)(3) - 10 USC 424 - DIA, NRO and NGA

FOIA(b)(6)

EXHIBIT LIST

EXHIBIT A - (2) DD 254 Tasking Order for delivery of classified rhaterials

i 20110225 — TOP SECRET Tasking Order, Contract Number N0O0024-07-D-6200

NW#:67776 _SECRET/NOFORN—
DocId: 34498397



/ ' SECRET/INOFORN-

SUBJECT: (U) Advanced Research Lab — University of Texas (ARL-UT)
Classification Challenge Appeal to the Interagency Security Classification
Appeals Panel (ISCAP) : ‘

(U) Section 15K of this Tasking Order provides a complete list of DoD and NGA
mandatory compliance documents, to include security classification guides/guidance.

EXHIBIT B — Statement of Work (SOW) Memorandum of Understanding

EXHIBIT C - PowerPoint Presentation: MSN OPS Support

OIA(b)(1) NGA
MF) This Exhibit addresses: i o

-

EXHIBIT D ~ PowerPoint Presentation: IT/IS Migration dated 25 January 2012
- (Jose Acevedo) : '

(U) Refer to pages 3 and 6. This Exhibit lists:

- Migration schedule (p 6)
- Network IP space to NGA managed addresses (p 3)

EXHIBIT E —~ Executive Order, 12 February 2013, Improving Critical Infrastructure
Cybersecurity ‘

NWi#:67776 SECRET/NOFORN-
DocId:34498397 |



THE UNIVERSITY OF TEXAS AT AUSTIN

APPLIED RESEAi{CH LABORATORIES

ATTN:

FROM

SUBJECT:

REF:

ENCL:

PO, Box 8029 « Austin, TX 78713-8029 - (512) 835-3200 « Fax: (512) 835-3259

This cover letter is unclassified upon
removal of classified enclosures.

31 January 2013
ISCAP No. 2013-030

Interagency Security Classification Appeals Panel
700 Pennsylvania Avenue, N.W., Room 100
Washington, D.C. 20408

Mr. William Carpen

ter
Dr. Clark S. Penrod M

Executive Director

Challenge to Classification Determination (U)

(a) (U) NISPOM 4-104.
(b) (U) ISCAP Executive Secretary Itr. 20 December; ISCAP No. 2013-
030

(1) (U) Summary and Supporting Material in support of ISCAP No. 2013-
030 (S/NOFORN)

(2) (U) “IT/IS Migration”  PowerPoint Shde Presentation prepared by Jose
Acevedo, Exhibit (A); “MSN OPS Support” PowerPoint Slide
Presentation prepared by Richard Campbell, Exhibit (B)

(3) (U) National Geospatial-Intelligence Agency (NGA), Security
Classification Guide, dtd. 25 March 2008 (S/NOFORN)

(4) (U) Classified Emails between NGA and ARL: UT peréonnel.
(S/NOFORN)

(5) (U) Unclassified Emails between NGA and ARL: UT personnel.

(6) (Uy ARL: UT Security Violation 55354-20120228-C1 dtd. 27 June
2012

I. (U) In accordance with reference (a) as directed by reference (b) a challenge by
the University of Texas, Applied Research Labor/atories (ARL) regarding a
Government classification determination is herein submitted.

2. (U) Enclosure (1) is a classified, chronological sequence outlining events and
communications between the NGA and ARL as they pertain to an alleged secur ity

NWH#:67776
DocId:34498397

incident that occurred in January 2012,
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_ were turned over to ARL employe

(PMTR) conference being held at ARL on 25 January 2012/ — ,/ =i
and chr, fidependently, prepared PowerPeint slide™ -

presentations; enclosure 2, Exhibit A anc%g@wm%@b%pecti%
utilizing NGA Security Classification-Gtidance (enciosure 3). It w Stermined

byboth[ lam td€ presentation

were unclassified and they marked them accordingly. Their slide presentatiog

aggregation resulted in a security violatj

A; specifically that
PowerPoint

ibits A and B)/are classified. If NGA’s
classification determination(that one or mgfe of the slidés in either of the two
presentations is classified) is upheld by té ISCAP, it i¢ requested that the $pecific
information deemed classified be identified and provided to ARL, and thaf the
reason for the classification as outlingd in the NGA ¢lassification guide (gnclosure

(U) ARL is challenging the classifj¢ation determ
any of the slides in either|
presentations (enclosure 2, e

nd| presentations ig unclassified but further

determines that the aggregation of that informéation constitutes a security
violation, it is requested that the specific infgrmation deemed classified be

as outlined in the NG
provided to ARL.

ines that the information contained in both

resentations is unclassified but further

determines that the aggregation of that information constitutes a security
violation, it is requested that the ISCAP provide specific guidance on aggregation




and/or confirmation that information contained in two distinct files on the same
}’ (electronic) system can indeed be considered "aggregated.” ;

8. (U) Your consideration and timely action in this matter is appreciated. While
erring on the side of caution, ARL continues to use a classification guide whereas
we are unsure of the guidelines; without an explanation of why NGA determined
that a security violation had occurred, we may inadvertently misinterpret the SCG

again.
9. (U) If you require additional information or have any questions re arding this
- matter the ARL, POC is our Facility Security Ofﬁcerj His————
telephone number is },/' " FOIA(b)(B)

NW#:67776
DocId:34498397



/

(U) Summary and Supporting Material
in support of ISCAP No. 2013-030

Classified by: NSA

Reason: 1.4(c), (g)

Declassify On: 11 January 2038
- Derived from: NGA SCG AIS-08.11, NGA SCG MET-08.1.1

s

) 3 T
x. 4% 3

J
NW#:67776 Enclosure 1
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FOIA(b)(3) - 10 USC 424 - DIA, NRO and NGA
FOIA(b)(6)

: , SEURE i/»l“/kbi\ibbm
. (U) 28 February 2012 GAphoned| _ REUTanawformed /' OIA(D)6)
; MF Mach that Exhibits A and B, if aggregated, had-the p’oﬂeﬁﬁ? tc be considered -

o CIassmﬁed [:::drsmﬁé”d"tﬁ? fact that these documents, in aggregate, would be
o a551ﬁed based on understanding of the contents of the March 2008 NGA SCG/

SO ‘ ; \
! (LE) 1 March 2012 RL:UT asked for specific guidanc GA on why

- ¢ Exhibits A and B needed to be cleaned up. ,
' OIA(b)(1) NGA FOIA(b)(3) - 10 US(
24 - DIA, NROjand NGA

\

Sz

FOIA(b)(1) NGA |

eré executed in full by COB 29 Fg%ruary
J) 2? March 2012 ARL:UT requested, via phone call, specific clarification on

thch portions of the Exhibits were Classified, as a careful reading of the NGA SCG
mc?hcated that, even if the Exhibits were aggregated, there was nothing Classified.

) 10 April 2012 GA responded by repeating the Exhibits were

G AIS Table, line item.” There was no line item specified in this email.

FOIA(b)(3) - 10 USC 424 - DIA, NRO and NGA
FOIA(b)(B)

NW# : 67775 : ' Enclosure 1
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previous classification guldance and howthose sect
be considered Classified. He also requeste ific guidance on what, exactly, was
Classified so that ARL:UT could update 1 es accordingly to reduce risk of future

spills and eliminate exiting aggregatierf of the same~nformation in other project
documentation.

(U) 13 April 2012:
GA i

L: UT stated that he had receiv
cated that the Exhi
ecurlty violation report.

a phone call fr
were in fact Classified an %A’RﬁT should

complete

" ;

) 26 April 2012: Tsenta rem@a E:
GA, a&n@ﬂéﬁxse had yet bee: ived to his requeStfor clarificatiomand "

justifi /Y/ — :

///ﬂj) 27 Apr] 2012J iA—R{ALI:E_tennacfnrl aseictan

\i
St Lot OO T LlUUl A

\tq\
b)(3) - 10 USC— obtainrspeeifieguidanee-froml INGA, highlighting that her original >
4 %O and  ruling was challenged by ARLon 13 April and no subsequent re,p,onsg@d-@beeﬁff?”/\réa

(U) 8 May 2012: {::jﬁ%@hpfomra:}mﬁﬂharsmce

{fication managesrent was not responding to requests for infstmation
5T had to go forward with the or1g1na1ﬂ?kﬁfﬁg and proege

urity violafios, and ARL would need L to starts Sanitization proeetur

FOIA(b)(B)

tredt this asia

t
(U) 8May2012 L:UT provided a repeff to RL:UT summarizifg
vents, including a note that sanitization procedufes, as pically required to clean up spﬂ,l R
ld not be tarried out until specific guigtafice on what information was Classified was *% ‘

(UM 2012; Ut i c%m{:}NGA to have
eithe GA contact either the ARL:UT f
securi% % :UT directly to discuss what information was Classxﬁed

ted his own opinion thatthe Exhibits were sensitive, but not Classified.
{SYNF) 10 Map2012 GA requested a fresh copy of the exact two shdcs
which, in aggregation, led to the violation, fro NGA. |

(SUNF) 10 May 2012} INGA replied that he was Unsure which parts
NGA had decided constituted a violation. He asked for more

clarification from her,

 NW#:67776
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2a RIA, NRO and NGA

N \even Tn aggregation,
losed as not a spill.

ir

///

il or h§>

\fNGA as to the status

FOIA(b)(_1 ) FOIA(b)(3)

WF) 29 May 2012
with a response.

TSUNF) 30 May 2012
étei-te?d that ARL:UT should emplo/a

En (U) 27 June 2012 ARL:UT forwarded to! NGA the final report
as isent to DSS discussing this incident. He agam stated that since specific guidance on

" what was Classified had not been received, and since ARL:UT still did not agree that the

+ Exhibits were classified, that ARL:UT would be asking for DSS assistance in challenging

- the ruling via ISCAP in accordance with procedures in the NISPOM.

~

NW# : 67776 , knclosure 1
DocId: 34498397 ' T
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(b)(3) - 10 USC 424 - DIA, NRO and NGA

Enclosure 3
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(

‘ Enclosure 3
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(
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IA(bY(1)
b)(3) - 10 USC 424 - DIA, NRO and NG

—
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IA(b)(1)
(b)(3) - 10 USC 424 - DIA, NRO and NGA
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Enclosure 3
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(0)(1)
(b)(3) - 10 USC 424 - DIA, NRO and NGA

Enclosure 3
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b)(3) - 10 USC 424 - DIA, NRO and NGA
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11

' , | Enclosure 3
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) IA(b)(1)
‘ FOIA(b)(3) - 10 USC 424 - DIA, NRO and NGA
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tnclosure 3
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15
" Enclosure 3
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'“‘5,’ TADY(T)
(b)}(3) - 10 USC 424 - DIA, NRO and NGA
}
SECRET/NOFORN
| 16
Enclosure 3
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1 -SECRET/NOFORN
IAD)(1)
| } (b)(3) - 10 USC 424 - DIA, NRO and NGA
|
1
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. Enclosure 3
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T
FOTAB)3] - 10 USC 424~ BIA NRQ and NGA

B ”“%From: ‘ ' EQIA(L)B)
Sent: Wednesday, February 29, 2012438 #yr —
To: //// \\1

Subject: clean up instructi

Classification -SEERETAHNOFORN

Classified By: ESOG
Reason: 1.4(g)
Declassify On: 2037022
Derived From: NG

to show DSS their next audit.

Would you mind checking my comprehgnsiofybelow (or will/all/of these instructions be included in the letter your group
will be giving the CORs)?

). NGA desires that the reason to b givel for this effort i "These presentations were not cleared for release”.-More
elaborate procedures are not desired sice NGA does not/wish to draw attention to the aggregate.
\\ " .
2. Presentations #6 "iT/IS Migfation/ and #10 "Ops Support/' of the Jan. 2012 ARL PMTR are to be removed:
a. All softcopies are fo be defeted from any seryer the presentations are stored on. No effort is required to

sanitze any transmitting sefver oy router.
6. All hardcopies/are to b¢ destroyed.
. An email staying a8} Above is to be sent to/all invitees.
d. The Table of Contents of any and all backup tapes containing the presentations will be deleted. It is then
sufficeint to place the tapeyback into circulation su¢h that they will be over written in the noram| course of operations.

Did | catch all the/instructighs correctly?

thanks,

National Geospatial-intelligence Agency
ESOGStLL-22
MSNCC System Engineer

unclassitied email:l

,}ecret email:{
Classification: SECRET//NOFORN"
‘ 1 T - R Enclosure 4
NWH#:67776 Page 1
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":§From:
Sent: Friday, March 02 P

v ‘//‘
To: [ /
Subject: RE: CIAD abd A ntact fo
/ //

The presentationsin question were reviewegd by NGA Clasgififatig
SECRET//NOFORN |IAW the NGA Security ClasSification Gaidg.
unclassified computer system.

classification:

From: failto]” //
Sent: Thursday, March 01/2/012 11:20 AM

issue like this in the :
i‘enough information to do eithgr.

Thanks,

From:l

[/
Sent: Wednesday, Februafy/Z9, 2012 12:00 PM /
To| / [
Subject: CIAD abd AR

Pfoject Lead for my-system and is one of their ISSOs. He is leading the clean up effort on the Austin

e person w¢ are working with in security. He has offered to help out with specific questions that are

N TR, amz‘:‘*’mr R
National Geospatial-intelligence Agency - ‘&3 Q:k/r? ho |4 AN FE S FT BIN
i Enclosure 4

NWH#:67776 _ ! Page 2
DocId: 34498397 "’
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Yerom: @N‘mmﬁwswwAJ% ghd NGA
om: QIA(h)(B)

Sent: Tuesday, March 06, W’M
To: L =  —
Subject: RE: CIAD abd ARL-eoHtact infg
//
classificatjo‘nw

in addition, please ensure the cleanup and sanitization 6f all.affectet AIS is dane in a/Ajance with yg ir local policy
and procedures for this level of information. ‘

From:
Sent: Fridav. Marc yofz 1:52 pp
To:

Subject: RE: CIAD abd ARL€ontact.info . .

The presentations in question were reviewed by NGA glassification Management and détérmined to be classified
SECRET//NOFORN IAW the NGA SeCurity Classificatién Guide. As such, the documents/cAnnot reside or be stored on any
unclassified computer system

L—--Original Message--4< \
From{  Hmailtg
Sent: Thursday, Mafrch 01, 2012 11:200/AM
To{

From /
Sent: Wednesday, February 29, 2012 12:00 PM /
To;

Subjecti CTAD abd ARL contact info

3
!

' Enclosure 4
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SECRET/NOFORN
sthe-Project-tead-for mysystem and is one of their 1550s. He i§Lgiqmgibﬁ.deawmffﬂ’SWUStﬁ]OlA(b)(G)
side. ™ ~_ T

\ e
[
S

5Xhe person are working with in security. He has offered to help out with specific questions that are

Beyond myjobja\
I of course will still remain plugged inwmut the process.
1 .

| - IA(b)(3) - 10 USC.424 - DIA, NRO and NGA

National Geospatial-intelligence Agency -

ESOG StL Akmf//////////
MSNCC S%stem Engin}t ice MAnager

unclassified email:| \ \!
secret email:| ' 1

Classification: UNCLASSIFIED/7FOHQ..

Warning: This document may not be used as a source of derivative classification.

CL By: Unknown

CL Reason: Sec.1.4(g) : )

DECL ON: o ’ N
Derived From:

5 /
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.,")From: : |
Sent:
To:
Subject: . FW: CIAD abd ARL contact info

Friday, March 16, 2012 7.44-AN™

classification:SEEREFANOFORNAL

~~~~~ Original Message-----
From{
Sent: Wednesday, Mar;‘,h/l4/,2012 7:/1/sz
To:[ H

Subject: RE: CIAD abd AR

classifications:

update on the effort below.

Good morning. |just wanted to check in witlf youto req a stat

r/

————— Original Message-#-- i
From mailtol ‘
Sent: Thursday, MArch 01,2012 1¥20 AM ] ~

Toi ]
Subject: RE: CIAD abd ARL coprtact info

Classificatign: UNCLASSI

I' would like to upderstand the specific reasons the two presentation needed to be deleted. We want to prevent an

issue like this ip'the future and also make sure it is not elsewhere in our documentation. At this point | do not have

enough infopfation to do either.

)

’ .Froml ]

Sent: Wednesday, February 29, 2012 12:00 PM
. . ’ v L , Enclosure 4
NWf : 67776 _QECRETAAOEORN Page s

DocId:34498397



Toj
Subject: CIAD abd ARL contact info

B
) D@ﬁmLead for n
,/

side,

o

—%person we ar

beyond my job jacket.

[ of course will sti

National Geaspatial-in
ESOG StL :
MSNCC System Epgineer/Service MAnager

remain plugg

ligence Agency

unclassified email|
secret email:l

Classification: UNCLASSIFIED//FOBE

‘PWarning: This document may not be used as a source of derivative classification.
“CL By: Unknown
CL Reason: Sec.1.4(g)

DECL ON:

Derived From:

SECRET//NOFORN//

SECRET//NOFORN/
\ N

\
v ; o T | Enclosure 4
NW#:67776 Page 6
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""“W%From: ’ /

Sent: Mondav, March 19, 2012 2:20 PM
To: , a _ e i
Subject: , RE: clean up inwmof( ' T

- - /ROIA(D)(3) - 10 USC 424 - DIA, NRO anld NGA

The action outlined in thise€mail below were completed by th€ end/ of Feb

----- Original Message----- ' ‘
From:l \i
Sent: Wednesday, February 29, 2012 4:38 W / /

Tol /

Subject: clean up instructions

Classification:

Classified By: ESOG
Reason: 1.4(g)

Declassify On: 20370228 -
Derived From:

and his\security folks/asked from us something in writing detailing our cleanup.instructions. | gather it s
to show DSS their next audit.

Would you mind checking my comprehession below (or will all of these instructions be included in the letter your group
will be giving the CORs)?

1. NGA desires that the reagon to be given for this effort is "These presentations were not cleared for release”. More
elaborate procedures are piot desired since NGA does not wish to draw attention to the aggregate.

2. Presentations #6 "IT/IS Migratign" and #10 "Ops Support” of the Jan. 2012 ARL PMTR are to be removed:

a. All softcopiés are to be deleted from any server the presentahons are stored on. No effort is required to
sanitze any transmitfing server or router,

6. All hardgopies are t@ be destroyed. »

c. An email stating a&b aboveis to be sent to all invitees.

d. The Table of Contents of any and all backup tapes containing the presentations will be deleted. It is then
sufficeint to pldce the tapes back into circulation such that they will be over written in the noraml course of operations.

Did | catch all the instructions correctly?

' o Enclosure 4
NW#:67776 , ' Page 7
DocId: 34498397 R



National Geospatial-Intelligence Agency
ESOG StL t-22

MSNCC System Engineer . -
'L:__—_L__—lﬂ ———=""FOIA(b)(3) - 10 USC 424 - DIA, NRO and NGA
] L FOIA(b)(8)

unclassified email

secret email[
. Classification -SEERET/NOFORN"
} \
‘}' 1 .
) 5 [ Enclosure 4
NW#:67776 . Page 8
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H}From: !
Sent: Monday, March 26, 2W
R

- Subject: RE: clean up mstructuor15/

classificatiomn
Thank you ould o like to req

----- Original Message-----

Sent: Monday, March 19,2012 3: ZO/PﬁI /

To:[
Subject: RE: clean up insteuttions
i utliréd in this email below werg’completed by the endof February.
----- Original Message-----
From| ]
»}ent Wednesday, February 29,2012 4:38 PM ,
To:! ] r

Subject: clean up instructions

Classification:

Classified By: ESO
Reason: 1.4(g)
Declassify On: 20370228
:NGA SCG SECA8.1.1

I spoke to

nd his security folks asked from us something in writing detailing our cleanup instructions. | gather it is
to show D

their next audit.

Would you mind checking my comprehensmn below {or will all of these instructions be included in the letter your group
will be giving the CORs)

1. NGA desires that the reason to be given for this effort is "These presentations were not cleared for release”. More
elaborate procedures are not desired since NGA does not wish to draw attention to the aggregate.

ﬁ Presentations #6 "IT/IS Migration” and #10 "Ops Support" of the Jan. 2012 ARL PMTR are to be removed:

a. All softcopies are to be deleted from any server the presentations are stored on. No effort is requzred to
sanitze any transmitting server or router.

Enclosure 4
Page 9




6. All hardcopies are to be destroyed.

c. An email stating a&b above is to be sent to all invitees.

d. The Table of Contents of any and all backup tapes containing the presentations will be deleted. Itis then
"\""‘%sufﬂceint to place the tapes back into circulation such that they will be over written in the noram! course of operations,

Did I catch all the instructions correctly?

thanks,

National Geospatial-intelligenc

ESOG Sl 1122 —
MSNCC System Engineer
unclassified email:l ],4’»~-~ — FOIA(b)(3) - 10 USC 424 - DIA, NRO and NGA
b o FOIA(b)(B)
// -
secret ema”:l ‘ ':::::::::::::::::::::::::::::::::::::::::::::::::::::
Classification:-SECRET/7NOFORN S . )

Warning: This document may not be used as a source of derivative classification.
CL By: Unknown ' ‘

CL Reason: Sec.1.4(g)

DECL ON:

Derived From:

PECRET//NOFORNA

2‘ | N o Enclosure 4
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——ZHOIA(b)(B)

|
|

L
¥rom: I —

Sent: Friday, June 08, 2012 1:58 PM "
To:
Cc: i i |

i

-

Subject: /- RE ARL possible Security Spill ___

I

‘;a A(b)(3) - 10 USC 424 - DIA, NRO and NGA

\‘ OlA(b)(6)

We understand that this final ruling has beesxdeterminedA0 be/Gdssiffed, hawever, westill don't know what specific
Aling injtially made b cites\nformation from the SCG that

are not present in the presentatiopsWhich i e challefig

have any questions | would be happy to disCuss the detdils dver a STE phone. | appreciate your help in this matter.
Thanks. »
Applied Research Labs, Upiversity of Texas at Austin Information System Se‘uri y Manager

Phonell ]

}----Orig'inal Message-»<--

From|

Sent: Wednesday, May 30, 2012 2:33 PN/ \ \
Toi[ ' ]

( ’ / /
Cel » /
Subject: RE: ARL possible Security £pill

-
L.

Classification:

Classified By: 1030432-1
Derived From: NGA SCG
Reason: 1.4(c),
Declassify On/203705%30

{S-08.1.1, NGA SCG MET-08.1.1

TSHNF) | concdr with the classification determination rendered on theARL security spill] ARL should employ the
mitigation plan provided for such instances.|__/ INGA Classification Management

;---Original Message-----
.ﬂ"rom:l

Sent: Wednesday, May 30, 2012 8:18 AM \
To:
. ; 1 Encl 4
NwW#: 67776 e e (i ey s gt gy BTY pagzunrf
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Cc:l R

| P o

Subject: RE: ARL possible Security Spill ’ I T

_ FOIA(b)(3) - 10 USC 424 - DIA, NRO and NGA
) FOIA(b)(6)
wC!assification:—SEGREH%N@F@ﬂN— _—

T

/
C-lassified By
Derived From: NGA SCG AlS-08.1.1, NG/A/‘ G MET-08.1.1
Reason: 1.4(c),(g)
Declassify On: 20370530 7

The position of NGA CIAD is this incident is considered a secuyfity Viplation due to the fact that classified information was

stored and processed on a system not authorized to do so. Thd classification determination was provided by NGA

Classification Management and forwarded on to ARL-UT. I a_ onversatien--had-withboth B ' OlA(b)(B)
Aig-Aprit-Hrequested a copy of the report outlining the steps taken to clean and sanitize the affected computer

systems. When asked if the steps already taken would bgé suffigient to say the spifiiad been mitigated, | replied that the

processes needed to sanitize the computer systems sh cordance with ARL-UT policies and procedures

concerning data spills. If ARL-UT did not have thes lans {and they should) then | would be happy to provide

guidance. | was told byl:}fhm—UT did have licies and procedures in place but there was still

ing said, this issue was first reported to[ j

/ [to be opene
a

especially when the circumstances appear to be })j@tty raight forward. | understand that[ \ nd ARL-

UT want to be certain the information is classified befofe initjating cleanup procedures due to the manpower and
resources needed to accomplish this. But NGA Classification/Management has provided their classificationl
?etermination the information is classified SECRET//NOFORN. At this point, I don't know what else there isto dg other
than perform the cleanup and provide a copy of the report./

' FOIA(b)(1) NGA

/

NW#:67776

————— Original Message----- / ' / '
Fromzl r
Sent: Tuesday, May 29, 2012 4:¥3 PM /

Toi

Subject: FW: ARL possible Sectrity Spill

Classification:

Classified By
Derived From: NGA SCG AIS-08.1.1, NGA SCG MET-08.1.1

leason: 1.4{c),(g) ,

Declassify On: 20370529 _ ‘ z

Enclosure 4
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IA(b)(3) - 10 USC 424 - DIA, NRO and NGA

From:[
Sent: Tuesday, May 29, 2012 1:14 PM /
To:[

Ce /1] — )

Subject: RE:ARL possible Security Spj

Classification:

Classified By
Derived From: NGA SCG AIS-08.1,2/NGA S¢G MET-08.1.
Reason: 1.4{c},(g)

Declassify On: 20370529

My O&M contragtor have begn enquiring if what they/hadve performed in the past-as "cleanup” is suffigient and if they
.can close this gut.

.Thanks,

TOSG - Geodesy & Geophysics Branch /IT ivision, Operations Control Office, Service Operations Group mailstop
1-022 Application Support Staff/Progyam and Technigal Engineer MSNCC System Engineer/Service Manager G&

support

----- Original Message-----

Froml /

Sent: Wednesday, May 23, 2012 949 AM - |

ToJ! // // | \1
Cc

l / [

Subject: RE: ARL possible Secyrity Spill

Classification:

Classified By
Derived From: NGA SCG AIS-08.1.1, NGA SCG MET-08.1.1
,.-keason: 1.4{c},(g) 7

Declassify On: 20370523

o
Tl
O
y

Enclosure 4
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i have been

DY and have lost the bubble. Talking t(i

From:l

‘ Sen[t: Sunday, May 137012 6:52 AM /
To:

= 7] Y

Subject: RE: ARL possible Security 3pi

Classification:

Classified By
}Derived From: NGA 8CG AIS-08.1.1, NGA SCG MET-08.1.1
Reason: 1.4(c),{
Declassify On; 2!

Good Morning.

responsible for this investigation. Because | don't know their
is. | stand by for any additional security teview that is required

I have include s the NGA CIAD individ
internal process, | will allow him to lead us through
from our office. -

v/,
--Original Message----- | ‘é’ EZ? %r - »@ﬁ?\%
From:l =
Sent; Thursday, May 10, 2012 7:29.PM
Enclosure 4
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To

Cc —

~ Subject: RE: ARL possible Security Spill » \“\\
) “ AFOIA(D)(3) - 10 USC 424 - DIA, NRO and NGA
Classification: SEERETAHNOFORN I FOIA(b)(B)

Classified By: NSA

Reason: 1.4(c), (g)

Declassify On: 20370510
Derived From: NGA SCG AIS-0

71, NGA SCG MET-08.1.

[GOKing at the slidesf... and thinking hard aboytAlle gohnectiohs necessary to reach the Secret level {in
aggregation). | think we can agree, that by shreddifg aif Hard copies, deleting all fines, and cleaning the various delete
files, this possible spill should be closed, baséd o agtjons takén so far. !

Additionally, | know my opinion fmeans noting, But if anyone wiantg my opinion. | do not think these slides (even
if they were presented in the same briéf wolld aAggrégate tq the level of a Secret {and therefore constitute a spill).

Recommend, that the issyé shouyld he dlosed, withjwords to the effect; “Upoq further review, this incident does
not rise to the level of aggregatién necgssafy fo be categqrized as a spil]. Reqgommend this case be closed.”

----- Original Message-#--
From| /

o |
[
// /

Sent: Thursday, Ma{ 10, 2012 8:06 AM / ' \
Toi [ ] |
Subject: RE: ARY possible Sefurity Spill ,
NF I am upisuresvhat/parts decided "aggregated". ML original email pointed out that all of page

J FOIA(b)(1) NGA

}/an yot wade in with more specific details that answer guestions? My original thoughts were

Application Support Staff/Program and Technical Engineer MSNCC System Engineer/Service Manager G&G support

| \
’ Enclosure 4
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-----Original Message----- : ;

. \‘;?rom:l
Sent: Thursday, May 10, 2012 7:44 AM

Declassify On: 20370510
" Derived From: NGA SCG AIS-08.1.47NGA SCG MET-08.1.

To] B

Subject: ARL possible Security Spill ‘

Classification ~SECREFHNOFORN-

Classified By: NSA / FO:AEE%S; - 10 USC 424 - DIA, NRO and NGA’
Reason: 1.4(c), (g) -

Please resend a copy of the offending/lides. | will actually need just the two slides that have to things that
aggregated to cause the violation: with Cipcles and Arrows and "a paragraph on the back."

Enclosure 4
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—SEERET/NOFORIV
OFFICE OF THE UNDER SECRETARY OF DEFENSE

BO00.DEFENSE PENTAGON
WASHINGTON, DC 20301-5000

APR 19 2013

INTELLIGENCE

MEMORANDUM FOR DIRECTOR, INFORMATION SECURITY OVERSIGHT OFFICE
SUBJECT: (U) Rationale for Denial of Classification Challenge Appeal by the Advanced

Research Lab — University of Texas to the Interagency Security

Classification Appeals Panel

(U) The Office of the Under Secretary of Defense for Intelligence Security Directorate

hereby endorses and submits the attached information paper from the National Geospatial-
Intelligence Agency (NGA), providing background information and facts regarding to the
Advanced Research Lab — University of Texas classification challenge and appeal to the

/

Interagency Security Classification Appeals Panel. Questions should be directed to

FOIA(b)(6) \\\N

imothy A. Davis
Direclor of Security
i Attachment:
As stated
ce:

NGA Classification Management Branch

CLASSIFIED BY: G.R. Sturgis, Information Security Policy Support
DERVIED FROM: NGA Information Paper (Same Subject)
DECLASSIFY ON: 20371219

THIS COVER PAGE IS UNCLASSIFED UPON REMOVAL OF ATTACHMENT
SECRET/NOFORN-
, w

 NW#:67776
DocId:34498397
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INFORMATION PAPER

SUBJECT: ' (U) Rationale for Denial of Classification Challenge Appeal by
Advanced Research Lab — University of Texas (ARL-UT) to the
interagency Security Classification Appeals Panel (ISCAP)

1. (U/IFOYQ). Purpose. To provide essential background information and the facts
surrounding the ARL-UT Classification Challenge and Appeal to ISCAP, submitted in
accordance with Executive Order (E.O.) 135286, "Classified National Security
Information,” Section 5.3. Interagency Security Classification Appeals-Panel, and
provide justification for Denial “

2. 16/INF) Context. |

}/POTA(b)(ﬂ NGA

CL BY: 1303432
CL REASON: NGA SCG
DECL ON: 20371219

NW#:67776
DocId:34498397



SECRET//NOFORN

SUBJECT: (U) Advanced Research Lab — University of Texas (ARL-UT)
Classification Challenge Appeal to the Interagency Security Classification

Appeals Panel (ISCAP)

UT contractor was directed to initiate spill remediation procedures for both these
deliverables.

3. (\Sl(NF) Background on NGA's final ruling on ARL-UT materials:

FO!A’(D)H) NGA

e

ltem # 1. Description: (U) An aggregate account of individual items,
otherwise unclassified, items that reveal a system, objective, requirement, plan or
other aspect of NGA or its mission the disclosure of which would jeopardize NGA
organization, functions and organization, functions and capabilities, or U.S. /
ef

intelligence sources or methods. See remarks. Classification: SECRET, Releas
NOFORN, Declass: 25 yrs, Reason: 1.4 (C), Remarks: This is known as
classification by compilation.

ltem #14. Description: (S\)

| | / |

ltem #16. Description: (U/FOUQ)

|

ltem #17. Description: (U/FOEQ) T

 NWH: 67776
DocId:34498397




SECRET/NOFORN-

SUBJECT: (U) Advanced Research Lab — University of Texas (ARL-UT)
Classification Challenge Appeai to the Interagency Security Classification
Appeals Panel (ISCAP)

\

b)  Additionally, NGA’s Classification Management Branch relied upon subject NGA

Security Classification Guide (SCG) (TAB E), Version 1.1, Table 1.10 (U)
A(b)(3) - 10 USC 424 - DIA, NRO and|NGA

.

Remarks:
4. (U) Summary

(U) The information security classification decision-making process in this matter is
sound and resulted in the accurate identification of Secret/NOFORN information (both
in the case of normal, day-to-day derivative classification operations, and upon close
analysis by the NGA OCA's duly authorize representatives); utilized up-to-date SCGs
approved by an NGA OCA; and relied upon long experience in protection of information
systems architectures in a major intelligence community element supporting both DoD
and national intelligence missions. )

(U) The contractor in question was provided with accurate, up-to-date classification
guidance and regular direction regarding NGA's information security and protection
expectations and requirements and caused a security violation due to their flawed
implementation of that contractually binding direction.

(SI/NF) A reversal by ISCAP of NGA's classification management decision in this -
matter would result] _—FOTA(b)(1) NGA

! Subsequent to the events involved in this classification challenge, on February 13, 2013 the President signed an
Executive Order “improving Critical infrastructure Cyber Security,” which emphasizes that:

NW#:67776°
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“SECRETHNOFORN-

SUBJECT: (U) Advanced Research Lab — University of Texas (ARL—U.T)
Classification Challenge Appeal to the Interagency Security Classification
Appeals Panel (ISCAP)

(U) Information systems security, network outage management, and vulnerability
information has long been protected by NGA as properly classifiable national security
information. NGA's approach in this matter is consistent-with that of the rest of the
Intelligence Community, the Department of Defense, United States Cyber Command,
and the spirit and intent of the new Cyber Security Executive Order.

5. (U) Point of contact. The NGA point of contact for this matter |

| Wy be reached 3|
| —— —

"FOIA(b)(3) - 10 USC 424 - DIA, NRO and NGA
FOIA(b)(6)

lor

ATTACHMENTS:

TAB A - (2) DD 254 Tasking Order for delivery of classified materials .

20110225 — TOP SECRET Tasking Order, Contract Number N00024-07-D-6200

(U) Section 15K of this Tasking Order provides a complete list of DoD and NGA
! mandatory compliance documents, to include security classification guides/guidance.

TAB B - Statement of Work (SOW) Memorandum of Understanding
TAB C - ARL:UT Presentation: “MSN OPS Support”
(8H#NF) This Exhibit addresses:

FOIA(b)(1)

/

“Repeated.cyber intrusions into critical infrastructure demonstrate the need for improved cyber security. The-cyber
threat to critical infrastructure continues to grow and represents.one of the most serious national security
challenges we must confront.

“Critical Infrastructure - The term Critical Infrastructure means systems and assets, whether physical or virtual, so
vital to the United States that the incapacitation or destruction of such systems and assets would have @
debilitating impact on security, national economic security, national public health or safety, or any combination of
those matters” . '
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—SECRET/NOFORN— S

SUBJECT: (U) Advanced Research Lab — University of Texas (ARL-UT)
i ‘ Classification Challenge Appeal to the Interagency Security Classification
Appeals Panel (ISCAP) ; )

interruptions. An additional consideration would be Internet connectivity at
MSNCC to provide an alternate VPN path.

INF FOIA(b)(1) NGA
/

|

H

a
TAB D - ARL-UT Presentation: “IT/IS Migration dated 25-January2012[— [~ FOIA()(®)

I

(U) Refer to pages 3 and 6. This Exhibit lists:

- Migration schedule (p 6)
- Network IP space to NGA managed addresses (p 3) {

TAB E — NGA Security Classification Guide (SCG), Version 1.1, (25 March, 2008;
verified current during FCGR, June, 2012)
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NATIONAL GEOSPATIAL-INTELLIGENCE AGENCY
7500 GEQGINT Drive
Springfield, Virginia 22150

= ‘

S-2013-0261-S! MAR 1 7 2013

MEMORANDUM FOR EXECUTIVE SECRETARY, INTERAGENCY SECURITY
CLASSIFICATION APPEALS PANEL

SUBJECT: (U) Interagency Security Classification Appeals Panel
Classification Challenge by Applied Research Laboratories,
University of Texas at Austin

REFERENCE: (V) ISCAP letter, Reference: ISCAP No. 2013-030,
' 7 February 2013 (U)

1. (U) As requested in the referenced letter, the National Geospatial- -Intelligence
Agency (NGA) submits the following documents as pertinent material and related
correspondence regarding the Applied Research Laboratories, University of Texas
(ARL-UT) classification challenge appeal to ISCAP:

a. (U) NGA Security Classification Guide (SCG), Version 1.1, 25 March-2008
) (S//INF) (enclosure ' 1).

b. (U) DD Form 254 Tasking Order, Prime Contract Number N00024-07-D-6200 (U)
(enclosure 2).

c. (U) Draft Memorandum of Understanding between NGA and Defense Security
Service (DSS) (enclosure 3).

- d. (U) Executive Order, “Improving Critical Infrastructure Cybersecurity,”
12 February 2013 (U) (enclosure 4).

2. (U) The NGA classification determination of SECRET//NOFORN, made on ARL-
UT's information, adhered to the strict guidance contained in the NGA Security

b Classification Guide (SCG), the Geospatial Intelligence SGC Annex: Commercial
Electro-Optical Imagery, and DoD 5200 1-H, DoD Handbook for Writing Security

Classification Guidance.

Derived from: Multiple Sources
DECL. ON: 20380228

UPON REMOVAL OF ENCLOSURE 1, THIS DOCUMENT BECOMES UNCLASSIFIED

cuey  }— ‘ ‘ FOIA(b)(3) - 10 USC 424 - DIA, NRO and NGA
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$-2013-0261-SI

SUBJECT: (U) Interagency Security Classification Appeals Panel Classification
Challenge by Applied Research Laboratories, University of Texas at Austin

3. (U) The NGA point of contact for this matter is\

Swho may be reached at FOIAD)(3) - 10
| ~ USC424-DIA,

‘ - 7 NRO and NGA
| y ?4’- FOIA(b)(6)
Brigladier General, USKC (Ret. '
_ Directss#Security and Installations Directorate .

Enclosures
As stated
|
i 2
4 ~
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Q)
(b)(3) - 10 USC 424 - DIA, NRO and NGA
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Ly ~SECREF/NOFORN
! ! A1)
! FOIA(b)(3) - 10 USC 424 - DIA, NRO and NGA|

}

n .

-SEERET/NOFORN
23
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TAB)(T)
(b)(3) - 10 USC 424 - DIA, NRO and NGA
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